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About the report

What is an “emerging risk”?

Emerging risks are those that haven't significantly affected the enterprise
yet but could have major impacts in the future. Their development can be
unpredictable and rapid.

What makes the Gartner Emerging Risk Report different?

The Gartner Quarterly Emerging Risk Report compiles insights from risk
management leaders, auditors and senior executives on emerging risks.
Each quarter, it provides a benchmarked view of 20 emerging risks

and analyzes the connections between risk events, their causes and
consequences. The report also offers diagrams to simplify risk assessment
and reporting, making complex scenarios easier to present to executive
leaders and risk committees.

This abbreviated version of the report includes:

« 2Q25 emerging risk universe map

« Emerging risk misalignment and blind spots

« Diagrams to simplify risk assessment and reporting

Gartner clients have access to the full report which also includes:
+ High-risk interdependency maps

« Amplifier risk assessment

+ Potential risk opportunities

+ A regional and sector-specific view of emerging risks
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Become a Gartner client for access to the full Emerging Risk Report,
related resources, tools and experts for actionable and objective insights
on emerging risks and more.
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2Q25 emerging risk universe map

# Risk category Risk name
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A | ® Technological | Agentic Al D¢ Climate Technological
B | ® Technological | Al intellectual property control and ESG Impact
C | ® Technological | Information-governance-driven Al Q High
. 19
risks
D | ® Technological | Misuse of data by state actors Dr¢ O Medium
E ® Technological | Escalating tariff and trade war O Low
F ® Technological | IT vendor criticality
G | ® Economic Increased financial exposure .
Time frame
H | ® Economic Low-growth economic environment *
| ® Economic U.S.-China decoupling bre I:' Within 1 year
J @ Political Anticorporate sentiment |:| 1to 2 years
K | @ Political Deglobalization %
L | @ Political N litical part hi . 2+years
olitica ew geopolitical partnerships .
geop P P Talent Economic
M | @ Political Strained U.S.-Euro relations
N | ® Political U.S. financial deregulation
O | ®Talent Decline in employee productivity
P | ®Talent IT workforce planning uncertainty %
Q | ®Talent Retirement wave
R | ®Talent Shadow Al D¢
S | @ Climate and Divergent ESG expectations D ¢ Political
ESG
T @ Climate and Increased extreme weather Note: Bubble placement within a ring does not indicate absolute time frame value.
H Source: 1025 Gartner Emerging Risks Survey, n = 266
ESG frequency and severlty ¥ = New to emerging risk universe in 1025
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Emerging risk misalignment and blind spots

Emerging risks by level of attention and risk score

¢ Top5risks @ Other risks
Potential overinvestment @ Prioritized risks

o Al intellectual property control 4 Consumer spending slowdown

e Anticorporate sentiment Deglobalization

e Divergent ESG expectations ¢ Escalating tariff and trade war

¢ Increased financial exposure Increased extreme weather frequency and severity

4 Information-governance-driven Al risks
= ¢ Low-growth economic environment
&

c

.2

=

c

&

© @ Deprioritized risks ® Potential blind spots

“

5}

E e Decline in employee productivity e Agentic Al

N  ° Misuse of data by state actors e |T workforce planning uncertainty
e New geopolitical partnerships ¢ Shadow Al
* Retirement wave ¢ U.S.-China decoupling

e Rising immigration disruptions
e Strained U.S.-EU relations
U.S. financial regulation

Risk score (avg.)

Source: 2Q25 Gartner Emerging Risks Survey, n = 223; quadrant alignment based on median scores (exact median
scores rounded down)
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Risk 1
Escalating tariff and trade war

Quarterly Emerging Risk Report

The risk that retaliatory tariffs and trade policy changes continue to impact global markets, disrupting

organizations’ supply chains and substantially increasing the cost of doing business globally.

Root causes

Expansion and reversals of U.S. tariffs

Shifting tariff policies under the U.S. Administration will
lead businesses to reconsider investment plans and pricing
strategies, injecting uncertainty into global markets.

Weaponization of supply chains

Governments are increasingly exploiting trade restrictions
(e.g., Al chips, rare earths) and export controls as
diplomatic tools, not just economic levers.

Risk

exposure

Fragmentation of established trade relationships

The rise of dual supply chains and “friendshoring” amid
changing trade policies is replacing multilateral alliances
with fragmented, politically aligned trade blocs.

Source: 2Q25 Gartner Emerging Risks Survey, n =223

Gartner for Legal, Risk & Compliance Follow Us on LinkedIn

Escalating tariff
and trade war

Potential consequences

Investor retreat from tariff-exposed sectors

Rising trade tensions prompt capital reallocation away from
exposed sectors (e.g., manufacturing), reshaping long-term
global investment patterns.

Broad economic downturn

Escalating tariffs suppress cross-border investment and
trade flows, triggering a slowdown in global growth and

Become a Client

deepening economic fragility across international markets.

Pricing and supplier disruptions

Fluctuating input costs can make it difficult to manage
pricing strategies, impacting contract negotiations and
vendor sourcing strategies.



https://www.gartner.com/en/audit-risk/products/gartner-for-risk?utm_medium=asset&utm_campaign=RM_GB_2025_ASSUR_NPP_IA1_2Q25EMERGINGRISK&utm_term=ebook
https://www.linkedin.com/showcase/gartner-for-legal-and-compliance?utm_medium=asset&utm_campaign=RM_GB_2025_ASSUR_NPP_IA1_2Q25EMERGINGRISK&utm_term=ebook
https://www.gartner.com/en/become-a-client?utm_medium=asset&utm_campaign=RM_GB_2025_ASSUR_NPP_IA1_2Q25EMERGINGRISK&utm_term=ebook

Risk 2
Low-growth economic environment

Quarterly Emerging Risk Report

The risk that global trade tensions, increased volatility in financial markets, high unemployment and inflation continue to
lead to a sustained loss of investor and consumer confidence, resulting in a prolonged low-growth economic environment.

Root causes

Tariff-driven trade tensions
Ongoing trade disputes and tariff escalations reduce
global trade volumes and shake investor confidence,
slowing capital deployment.

Policy volatility in key economies

Rapid and sweeping government actions in major
economies (e.g., U.S., EU) are creating high levels of
uncertainty (e.g., trade, legal), impacting long-term
investment decisions.

Risk
exposure

Persistent inflation and tight monetary policy

Sustained high interest rates and inflation erode consumer
purchasing power and increase borrowing costs,
dampening business expansion and consumer spending.

Source: 2Q25 Gartner Emerging Risks Survey, n =223
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Low-growth
economic
environment

Potential consequences

Reduced capital spending

Organizations curtail capital expenditures in response to
weak growth signals, undermining expansion capacity,
innovation and jeopardizing long-term competitiveness.

Become a Client

Policy coordination breakdown

Diverging national responses to economic shocks are
undermining global policy coordination, increasing
volatility and prolonging the low-growth environment.

Consumer spending slowdown

Eroded household purchasing power curbs consumer
demand, forcing organizations to recalibrate growth
strategies, prioritize efficiency and brace for sustained
revenue pressure.



https://www.gartner.com/en/audit-risk/products/gartner-for-risk?utm_medium=asset&utm_campaign=RM_GB_2025_ASSUR_NPP_IA1_2Q25EMERGINGRISK&utm_term=ebook
https://www.linkedin.com/showcase/gartner-for-legal-and-compliance?utm_medium=asset&utm_campaign=RM_GB_2025_ASSUR_NPP_IA1_2Q25EMERGINGRISK&utm_term=ebook
https://www.gartner.com/en/become-a-client?utm_medium=asset&utm_campaign=RM_GB_2025_ASSUR_NPP_IA1_2Q25EMERGINGRISK&utm_term=ebook

Risk 3
Consumer spending slowdown

Quarterly Emerging Risk Report

The risk of lower demand for an organization’s products or services from reduced consumer spending due to
high tariffs, high unemployment, income inequality or other reasons.

Root causes

Inflationary pressures from tariffs

Recent tariffs on imported goods increase consumer prices
across essential categories, placing additional financial
strain on households and reducing discretionary spending.

Restocking delays disrupt product availability

Delayed restocking due to supply chain disruptions
leads to uneven product availability, constraining consumer

Risk
exposure

Potential consequences

Escalating inventory holding costs

Volatile retail sales complicate demand forecasting, leading
to weaker sell-through and elevated inventory holding
costs, especially in discretionary categories.

Operational strain amid workforce cuts

Excessive workforce cuts due to revenue shortfalls
overburden remaining staff, reducing productivity and

Consumer

choice and dampening sales in key retail categories.

Rising precautionary savings

Volatile economic conditions, high interest rates and tighter
credit availability prompt consumers to prioritize savings,
dampening demand across discretionary categories.

Source: 2Q25 Gartner Emerging Risks Survey, n =223
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spending
slowdown
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risking long-term capability erosion.

Amplified recession risk

A sustained pullback of consumer spending raises the
probability of a broader economic contraction, prompting
firms to reassess capital expenditure plans.



https://www.gartner.com/en/audit-risk/products/gartner-for-risk?utm_medium=asset&utm_campaign=RM_GB_2025_ASSUR_NPP_IA1_2Q25EMERGINGRISK&utm_term=ebook
https://www.linkedin.com/showcase/gartner-for-legal-and-compliance?utm_medium=asset&utm_campaign=RM_GB_2025_ASSUR_NPP_IA1_2Q25EMERGINGRISK&utm_term=ebook
https://www.gartner.com/en/become-a-client?utm_medium=asset&utm_campaign=RM_GB_2025_ASSUR_NPP_IA1_2Q25EMERGINGRISK&utm_term=ebook

Risk 4

Information-governance-driven Al risks

Quarterly Emerging Risk Report

Risks relating to weak information governance policies or practices that lead to unintended data feeding Al models,
causing inaccurate results, legal or policy breaches and privacy failures.

Root causes

Rapid pace of Al model adoption

The swift adoption of GenAl technologies and off-the-shelf
products by end customers outpaces the development of
robust data governance and security measures.

Lack of consistent global governance standards
Inconsistent or conflicting standards for data governance
practices across geographies leads to varying data quality
and fragmented or incomplete cross-border data flows.

Risk

exposure

Inadequate oversight of third-party data practices

Third parties may not adhere to the same standards for
data quality, security and compliance as desired in-house,
leading to unintended data being used in Al models.

Source: 2Q25 Gartner Emerging Risks Survey, n =223

Gartner for Legal, Risk & Compliance Follow Us on LinkedIn

Information-
governance-driven
Al risks

Potential consequences

Inaccurate and biased data outputs

Al models trained on outdated, incorrect or biased data
produce inaccurate and unethical results, obstructing
decision making and eroding client and shareholder trust.

Become a Client

IT deployment slowdown

Potential rollbacks of Al models built on weak data
governance frameworks halt IT applications and processes
that use the compromised Al.

Erosion of confidence in Al-enabled technologies
Unreliable results due to poor governance practices erode
user confidence in Al models, hindering the integration of
competitive technologies and slowing innovation.
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Risk 5
Shadow Al

Quarterly Emerging Risk Report

The risk that employees use unauthorized Al tools and applications outside of their organization’s approved
framework, which can lead to data breaches, compliance issues, inconsistencies or reputational damage.

Root causes

Unrestricted access to advanced Al tools

Advanced Al offerings such as virtual assistants, synthetic
data and video generation are readily available for public
use, making it lucrative for employees to access without
oversight.

Increased productivity pressure

Intense productivity pressure and weak governance can
lead employees to use unsanctioned Al tools to meet tight
deadlines, bypassing official protocols.

Risk

exposure

Inconsistent Al policy reinforcement

Inefficient reinforcement of Al policies allows employees
to bypass organizational guidelines, elevating the risk of
data breaches and compliance failures.

Source: 2Q25 Gartner Emerging Risks Survey, n =223

Gartner for Legal, Risk & Compliance Follow Us on LinkedIn

Shadow Al

Potential consequences

Loss of intellectual property

Unintentional sharing of confidential data on external Al
platforms erodes customer and shareholder trust, damages
reputation and diminishes competitive advantages.

Increased unmonitored vulnerabilities

Unauthorized Al tools increase unmonitored entry points
beyond the organization’s network, making cyberattacks

Become a Client

(e.g., data exfiltration) and control failures difficult to trace.

Legal, compliance and reputational risks

Sharing data with unauthorized Al platforms can breach data
protection laws (e.g., GDPR, HIPAA), resulting in fines, lawsuits,
erosion of trust and long-term brand damage.
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Top emerging risks timeline

® Technological

® Economic

¢ Political

Y Talent

Climate and ESG

Rank  3Q24 4Q24 1Q25 2Q25
° ° . )
Al-enhanced T Unsettled regulatory Escalating tariff and
1 . IT vendor criticality .
malicious attacks and legal environment | trade war
¢ Al-enh d ¢ ¢ L h o
1 -enhan W-grow nomi
2 IT vendor criticality e. .a e Al-enhanced malware ° _g owth economic
malicious code environment
Unsettled lat Unsettled lat .C di -
nsettled regulator nsettled regulator e 1 onsumer spendin
3 g‘ Y g‘ y IT vendor criticality P g
and legal environment | and legal environment slowdown
¢ ¢ B Information o
Globally . . . Tariff and trade .
4 consequential Postelection volatility olicy uncertaint -governance-driven
elections policy u inty Al risks
Misaligned o ¢ Information- ¢ x
. Soft ransomware .
5 organizational talent governance-driven Shadow Al
. targets .
profile Al risks

Source: 2Q25,1Q25, 4Q24, 3Q24 Gartner Emerging Risk Surveys
Risk score = cube root (impact x inverse time frame x frequency selected as a top 10 emerging risk rescaled)
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Gartner for Legal, Risk & Compliance

Everything you need in a single solution to

Accelerate technology investments < Increase functional productivity e

A\ W4
>()Z Expert insights and interactions [(=£5 Must-attend events [=] Gartner.com experience
+ Tap into latest insights on functional + In-person and virtual events arm you A customized gartner.com experience that
improvement and personal effectiveness, with actionable plans. gives you access to the most relevant insights

as well as emerging topics like GenAl. and tools for your role.

» Be inspired by world-class speakers,

+ Get direct access to our global team of thought leaders, experts, demos
research and advisory experts. and peers. BiGuine |8 it WA WS B
{6} Service delivery support * Workflow and benchmark tools
« Available in the self-directed delivery model Practical tools and benchmarks to turn Pt
with the support of a service associate strategy into action by helping accelerate
e ) View Webinar Calendar
. key initiatives and drive better business .
o’ Peer experiences outcomes, including:
. . Top Trending Among Your Peers
« Quickly sol.ve urgen’F challenges. Connect with . Functional maturity assessments = S p
a community of business and tech peers. e

] - Risk assessments
« Engage in forums, 1:1 chats, polls and product

ratings and reviews from verified peers. + Budget and efficiency benchmarking
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Actionable, objective insight

Position your enterprise risk management function for success.
Explore these additional complimentary resources and tools:

% Template How We Help :

Webinar Tool

Join a Virtual Event Enterprise Risk Strategic Planning for Gartner for Audit &

Hear the latest insight from Gartner Assessment Tool Your Function Risk Leaders

experts at an upcoming or recorded Gather stakeholder feedback Turn your strategy into action Discover how we can help you tackle
event. to identify and assess key risks. with these tools and templates. your mission-critical priorities.

Already a client?
Get access to even more resources in your client portal. Log In
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Connect With Us

Get actionable, objective insight that drives smarter decisions and
stronger performance on your mission-critical priorities. Contact us
to become a client:

U.S.: 1855 322 5484
International: +44 (0) 3300 296 946

Become a Client

Learn more about Gartner Legal, Risk & Compliance Leaders
gartner.com/en/audit-risk

Stay connected to the latest insight @ @ @

Gartner
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