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About the report

What is an “emerging risk?” I:m
Emerging risks are those that haven’t significantly affected the enterprise o

b Idh Lo inthe f Their d | b Emerging risk list
yet but cou ave major impacts in the tuture. I heir developments can be sourced from client

unpredictable and rapid. interactions and
secondary research

What makes the Gartner Quarterly Emerging Risk Report different? % —
The Gartner Quarterly Emerging Risk Report compiles insights from risk v
tlead dit d . ti . isks. Each Quarterly emerging
management leaders, auditors and senior executives on emerging risks. Eac A .
quarter, it provides a benchmarked view of 20 emerging risks and analyzes the sourced insights and Quarterly emerging

. . . ; ; risk survey
connections between risk events, their causes and consequences. The report industry analysis

also offers diagrams to simplify risk assessment and reporting, making complex

scenarios easier to present to executive leaders and risk committees. | ’
This abbreviated version of the reportincludes: Risks are removed when

. . . respondents indicate they have
e 3Q26 emerging risk universe map emerged, have low perceived

impact or relevance, have a
short time to impact or are risks
for which their enterprises are
highly prepared

e Emerging risk misalignment and blind spots

e Diagrams to simplify risk assessment and reporting

Gartner clients have access to the full report, which also includes:

¢ High-risk interdependency maps
Become a Gartner client for access to the full Quarterly Emerging Risk
Report, related resources, tools and guidance, including actionable

e Potential risk opportunities and objective insights on emerging risks and more.

e Amplifier risk assessment

¢ Aregional and sector-specific view of emerging risks
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3Q26 emerging risk universe map

Risk category Risk name

A @ Technological

Al discovery of cyber vulnerabilities

@ Technological

Al-driven competitive displacement

@ Technological

Al intellectual property control

@ Technological

Al platform lock-in

Enterprise vibe coding

@® Economic

Al strategy miscalculation

@® Economic

Geopolitical energy supply shocks

B
C
D
E @ Technological
F
G
H

@® Economic

Reduced insurance access

@® Economic

U.S.-China decoupling

® Political

Escalating military interventionism

® Political

Sovereign Al fragmentation

® Political

Strained U.S.-Euro relations

® Political

U.S. financial deregulation

® Talent

Accelerated institutional knowledge loss

Al-driven skill erosion

® Talent

Al workforce preparedness gap

® Talent

Employee productivity pressures

® Talent

Entry-level talent pipeline erosion

® Climate and ESG Data center resource strain

J
K
L
M
N
O @ Talent
p
Q
R
S
T

® Climate and ESG  Super El Nifno disruption

= New to emerging risk universe in 3Q26
Source: 3Q26 Gartner Emerging Risks Survey, n =308

X %

Climate
and ESG

Talent

Political
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Technological

Economic

Follow Us on LinkedIn

O Medium
O Low

Time frame
[ ] Within1year
[ ] 1-2years
[ ] 2+years

Note: Bubble placement within a
ring does not indicate absolute
time frame value.
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Emerging risk misalignment and blind spots

Emerging risks by level of attention and risk score

@ Potential overinvestment

¢ Al platform lock-in

¢ Enterprise vibe coding

¢ Reduced insurance access
Strained U.S.-Euro relations

¢ U.S.-China decoupling
¢ U.S. financial deregulation

@ Prioritized risks

B Al discovery of cyber vulnerabilities

M Al-driven competitive displacement
¢ Alintellectual property control

B Geopolitical energy supply shocks

Level of attention (avg.)

Source: 3Q26 Gartner Emerging Risks Survey, n = 308; quadrant alignment based on median scores (exact median scores rounded down)

@ Deprioritized risks

e Data center resource strain

¢ Entry-level talent pipeline erosion
¢ Sovereign Al fragmentation

¢ Super El Nifo disruption

Risk score (avg.)

@ Potential blind spots

e Accelerated institutional knowledge loss
e Al-driven skill erosion

B Al strategy miscalculation

M Al workforce preparedness gap
e Employee productivity pressures

e Escalating military interventionism
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B Top 5risks
® Otherrisks
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Al discovery of Cyber Risk description: The risk that rapid advances in Al accelerate the discovery and exploitation
of previously unknown cyber vulnerabilities, outpacing organizational defenses, leading to

vu | hera bilities cascading cyber incidents and operational disruptions.

Growing adoption of agentic Al Loss of sensitive enterprise data and IP
Organizations increasingly deploy agentic Al systems Accelerated exploitation of vulnerabilities increases
that autonomously execute tasks, expanding the attack unauthorized access to enterprise data and intellectual
surface and creating new pathways for vulnerability property, eroding competitive advantage and increasing
discovery and exploitation. legal and regulatory risk.
Democratization of advanced cyber capabilities Rising cyber cost pressures

] j Risk exposure _ .
Increasing access to highly capable Al models lowers Increased volume and speed of vulnerabilities drive
the expertise required to identify, validate and exploit Al discovery higher remediation costs, continued reliance on human
software vulnerabilities, expanding the number of actors of cyber oversight and reduced return on Al investments.
capable of conducting sophisticated cyber activity. vulnerabilities
Increased system complexity Remediation capacity constraints
Growing integration of Al into enterprise systems Al-enabled vulnerability discovery expands faster
increases architectural complexity, reducing visibility than security teams can assess, prioritize and remediate
and limiting effective remediation at scale. weaknesses, creating critical vulnerability backlogs

and increasing unmanaged exposure.
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Geopolitical energy
supply shocks

Root causes

Disruption to energy transportation routes
Geopolitical tensions disrupt critical transportation
routes and energy flows (e.g., Bab el-Mandeb Strait),
constraining the supply of oil and liquefied natural gas
and causing volatile price spikes.

Energy trade restrictions

Sanctions, export controls and trade restrictions limit
access to key energy resources, restricting global supply
and forcing the reconfiguration of energy supply chains.
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Risk description: The risk that geopolitical conflicts, sanctions and infrastructure disruption
generate recurring energy supply shocks across production, distribution and logistics that
increase price volatility, complicate planning and amplify broader macroeconomic instability.

Potential consequences

Energy availability constraints

Reduced energy availability forces organizations to curtail
production, delay operations and reprioritize resources,
increasing operational disruptions across energy-intensive
activities.

Damage to critical energy infrastructure

Geopolitical conflicts damage energy production

and distribution systems, reducing output capacity and
creating longer-term constraints on supply.

Geopolitical energy
supply shocks

Gartner for Legal, Risk & Compliance

Rising input costs and margin pressure

Increased energy, transportation and other input costs
raise operating expenses, compress margins and increase
operational risks, including production shutdowns.

Persistent inflation and slower economic growth
Sustained increases in energy, shipping and insurance
costs contribute to inflation and slower economic
growth, while rising energy demand from Al infrastructure
further amplifies those pressures.
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Al strategy
miscalculation

Root causes

speed or economic value.

Competitive Al urgency

Executive teams accelerate Al-related investments
and strategic shifts to keep pace with competitors,
creating pressure to commit resources before business
value and implementation risks are fully understood.

Organizational readiness gap

Organizations underestimate the operational, cultural,
governance and workforce changes required to realize
Al benefits, creating gaps between expectations and
execution capabilities.
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Risk description: The risk that organizations make major strategic, operational or workforce
decisions based on anticipated Al benefits that fail to materialize at the expected scale,

Potential consequences

Misallocation of capital and strategic investment
Significant resources are directed toward Al initiatives that
fail to generate anticipated returns, reducing investment
capacity for higher-value strategic priorities.

Stakeholder trust erosion
Repeated Al underperformance reduces confidence

Escalating Al cost pressures

Organizations face uncertain and rising costs for Al
technologies, infrastructure and deployment, complicating
investment decisions and increasing the value required to
justify Al initiatives.

Al strategy
miscalculation

Gartner for Legal, Risk & Compliance

among boards, employees, investors and other
stakeholders, making future transformation efforts
more difficult to execute.

Loss of competitive position

Organizations that overestimate Al benefits or misjudge
implementation requirements may fail to deliver expected
advantages, enabling competitors to capture market
share and strengthen differentiation.
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Al-driven competitive
displacement

Root causes

Delayed Al integration into the business model

Poor data governance, legacy technology and cultural
resistance result in Al initiatives remaining isolated pilots and
creating a widening capability gap between the organization
and competitors, particularly Al-native market entrants.

Talent and capability shortages

Demand for Al and data science skills significantly
exceeds supply, making it difficult to attract and retain
the needed talent to implement, scale and govern Al
initiatives effectively.
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Risk description: The risk that advances in Al enable new entrants, business models or customer
solutions that displace an organization’s traditional value proposition, leading to strategic
erosion, attrition or competitive disadvantage.

Potential consequences

Business model erosion

Organizations face declining demand for traditional
products, services or operating models as Al-enabled
competitors redefine value creation, reducing the long-
term viability of existing business models.

Reduced innovation capacity and agility
Limited experimentation, slower product development

Shifts in customer expectations

Growing expectations for personalization, real-time
responsiveness and predictive services raise the standard
for capabilities that customers consider essential rather
than differentiating.

Al-driven
competitive
displacement

Gartner for Legal, Risk & Compliance

cycles and weaker insight generation reduce
organizations’ ability to respond to evolving market
conditions.

Compressed margins and growth stagnation

Al-enabled competitors achieve efficiency gains, allowing
them to offer lower prices, greater value or both, leading
to sustained market share loss, declining revenue and
weakened growth prospects.
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Al workforce
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Risk description: The risk that rapid adoption of Al-enabled roles outpaces organizations’

ability to build employee proficiency by defining effective training approaches, establishing

preparedness gap

Rapid Al innovation outpacing workforce readiness

Al advancements accelerate changes in job tasks and role
expectations faster than workforce planning and training
programs can adapt, widening gaps between required
skills and existing capabilities.

Shortage of Al talent and specialists

A market-wide shortage of skilled Al talent and high
attrition rates limit organizations’ ability to build, govern
and scale Al capabilities, worsening preparedness gaps.

clear learning pathways and developing role-appropriate capabilities, resulting in persistent
skill gaps and diminished returns on Al investments.

Root causes

Potential consequences

Failed Al value realization

Insufficient training limits employees’ use of advanced Al
capabilities, triggering skill gaps, reduced productivity,
stalled innovation and erosion of value from Al spending.

Delayed and fragmented Al deployment
Workforce readiness gaps constrain the ability to scale

Unclear leadership direction

Ambiguous leadership communication regarding Al
objectives, expectations and appropriate use undermines
change management efforts, creating confusion,
resistance and uneven adoption.

Al workforce
preparedness gap

Gartner for Legal, Risk & Compliance

Al beyond isolated use cases, resulting in fragmented
deployment and delayed realization of enterprise value.

Competitive disadvantage

Organizations that fail to develop Al capabilities, redesign
work and build workforce fluency fall behind competitors
that can scale Al effectively across the enterprise.
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Top emerging risks timeline

By risk score

Rank | 4Q25

Low-growth
economic
environment

Information
integrity risk

Increased financial
exposure

Agentic Al

U.S. policy-induced
investment
uncertainty

Rank | 126

N

Information
integrity risk

Rank | 2Q26

0l

U.S. policy-induced
investment
uncertainty

Al discovery
of cyber
vulnerabilities

Rank | 3Q26

0l

Increased financial
exposure

Geopolitical energy
supply shocks
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Al discovery
of cyber
vulnerabilities

Y

Agentic Al

Agentic Al

Geopolitical energy
supply shocks

Al workforce
preparedness gap

Information
integrity risk

Al strategy
miscalculation

Source: 3Q26, 2Q26, 1Q26, 4Q25, Gartner Emerging Risk Surveys
Risk score = Cube root (impact x inverse time frame x frequency selected as a top 10 emerging risk rescaled)

Al workforce
preparedness gap

Al-driven
competitive
displacement
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Al workforce
preparedness gap

Follow Us on LinkedIn

.|]J].[l. Economic
o
|®
| oo

Become a Client 10


https://www.gartner.com/en/audit-risk?utm_medium=asset&utm_campaign=RM_GB_2026_ASSUR_NPP_IA1_3Q26EMERGINGRISK&utm_term=ebook
https://www.linkedin.com/showcase/gartner-for-legal-and-compliance?utm_medium=asset&utm_campaign=RM_GB_2026_ASSUR_NPP_IA1_3Q26EMERGINGRISK&utm_term=ebook
https://www.gartner.com/en/become-a-client?utm_medium=asset&utm_campaign=RM_GB_2026_ASSUR_NPP_IA1_3Q26EMERGINGRISK&utm_term=ebook

Quarterly Emerging Risk Report | 3Q26

Gartner for Legal, Risk & Compliance

Everything you need in a single solution to:

Accelerate technology investments e Increase functional productivity ¢ Modernize risk management approaches

‘I . . . ° H
> Expertinsights and interactions [E8 Must-attend events [=] Gartner.com experience
© e Tapinto latest insights on functional * In-person and virtual events arm you A customized gartner.com experience that
improvement and personal effectiveness, with actionable plans. gives you access to the most relevant insights

as well as emerging topics like GenAl.

and tools for your role.

¢ Beinspired by world-class speakers,

e Get direct access to our global team of thought leaders, analysts, demos
business and technology insights analysts. and peers. e "o o n ®O
Service delivery support % Workflow and benchmark tools S——
Available in the self-directed delivery model Practical tools and benchmarks to turn e e e a‘m‘q— S
with the support of a service associate. strategy into action by helping accelerate ’i\i[i! -
key initiatives and drive better business e |
2% Peer experiences outcomes, including:
L QL“Ckly SOlVe Urgent Cha”enges Connect W|th ° Functional maturity assessments Tor rancing Among Your Faers s

Emarging Rk Friceitivation Took

a community of business and tech peers.

¢ Risk assessments
e Engage in forums, 1:1 chats, polls, and product

ratings and reviews from verified peers. ¢ Budget and efficiency benchmarking
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Actionable, objective insights

Position your organization for success. Explore these additional
complimentary resources and tools:

Webinars Tool b Webinar How We Help @

Join a Virtual Event Enterprise Risk Assessment Top 20 Emerging Risks that Gartner for Legal, Risk &

Hear the latest insights from Gartner analysts at Tool Assurance Leaders Need to Know Compliance Leaders

an upcoming or recorded event. Gather stakeholder feedback to identify and Learn the top emerging risk trends for assurance Discover how we can help you tackle your
assess key risks. leaders to monitor and mitigate now. mission-critical priorities.

Already a client? Get access to even more resources in your client portal. Log In /1
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Connect with us

Get actionable, objective business and technology insights Learn more about Gartner for Legal,
that drive smarter decisions and stronger performance on HEL s Cemp e

your mission-critical priorities.
Stay connected to the latest insights
U.S.: 1855 3225484

International: +44 (0) 3300 296 946
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