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About the report

What is an “emerging risk?” 
Emerging risks are those that haven’t significantly affected the enterprise 
yet but could have major impacts in the future. Their developments can be 
unpredictable and rapid.

What makes the Gartner Emerging Risk Report different?
The Gartner Quarterly Emerging Risk Report compiles insights from risk 
management leaders, auditors and senior executives on emerging risks. Each 
quarter, it provides a benchmarked view of 20 emerging risks and analyzes the 
connections between risk events, their causes and consequences. The report 
also offers diagrams to simplify risk assessment and reporting, making complex 
scenarios easier to present to executive leaders and risk committees.

This abbreviated version of the report includes:

•	 1Q26 emerging risk universe map

•	 Emerging risk misalignment and blind spots

•	 Diagrams to simplify risk assessment and reporting

Gartner clients have access to the full report which also includes:

•	 High-risk interdependency maps

•	 Amplifier risk assessment 

•	 Potential risk opportunities 

•	 A regional and sector-specific view of emerging risks

Become a Gartner client for access to the full Emerging Risk Report, 
related resources, tools and guidance, including actionable and 
objective insights on emerging risks and more.

Emerging risk list 
sourced from client 
interactions and 
secondary research

Risks that respondents indicate 
have emerged, have low-
perceived impact, low time-to-
impact, low relevance to their 
enterprises or for which their 
enterprises are highly prepared, 
are removed

Quarterly emerging  
risk survey

Quarterly emerging 
risk research with peer-
sourced insights and 
industry analysis

https://www.gartner.com/en/audit-risk/research/enterprise-risk-assessment-tool?utm_medium=asset&utm_campaign=RM_GB_2026_ASSUR_NPP_IA1_1Q26EMERGINGRISK&utm_term=ebook
https://www.linkedin.com/showcase/gartner-for-legal-and-compliance?utm_medium=asset&utm_campaign=RM_GB_2026_ASSUR_NPP_IA1_1Q26EMERGINGRISK&utm_term=ebook
https://www.gartner.com/en/become-a-client?utm_medium=asset&utm_campaign=RM_GB_2026_ASSUR_NPP_IA1_1Q26EMERGINGRISK&utm_term=ebook
https://www.gartner.com/en/become-a-client?utm_medium=asset&utm_campaign=RM_GB_2024_CRISC_NPP_IA1_TOPEMERGINGRISKS&utm_term=ebook
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1Q26 emerging risk universe map

Impact

Time frame

High

Within 1 year

Medium

1-2 years

Low

2+ years

Risk category Risk name

A   Technological Agentic AI

B   Technological AI cost explosion

C   Technological AI displacement risk

D   Technological AI intellectual property control

E   Technological Information integrity risk

F   Economic Increased financial exposure

G   Economic U.S. policy-induced investment uncertainty

H   Economic U.S.-China decoupling

I   Political Deglobalization

J   Political Escalating military interventionism

K   Political Expansion of trade barriers to digital services

L   Political Strained U.S.-Euro relations

M   Political U.S. financial deregulation

N   Talent AI-driven skill erosion

O   Talent AI workforce preparedness gap

P   Talent Decline in employee productivity

Q   Talent Insider threat acceleration

R   Talent IT workforce planning uncertainty

S   Talent Retirement wave

T   Climate and ESG Rising energy costs

Note: Bubble placement within a 
ring does not indicate absolute 
time frame value.
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Source: 1Q26 Gartner Emerging Risks Survey, n = 337

https://www.gartner.com/en/audit-risk/research/enterprise-risk-assessment-tool?utm_medium=asset&utm_campaign=RM_GB_2026_ASSUR_NPP_IA1_1Q26EMERGINGRISK&utm_term=ebook
https://www.linkedin.com/showcase/gartner-for-legal-and-compliance?utm_medium=asset&utm_campaign=RM_GB_2026_ASSUR_NPP_IA1_1Q26EMERGINGRISK&utm_term=ebook
https://www.gartner.com/en/become-a-client?utm_medium=asset&utm_campaign=RM_GB_2026_ASSUR_NPP_IA1_1Q26EMERGINGRISK&utm_term=ebook
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Emerging risk misalignment and blind spots
Emerging risks by level of attention and risk score

 
 

 

	• Agentic AI

	• Information integrity risk

	• Increased financial exposure

	• IT workforce planning uncertainty

	• U.S. policy-induced investment  
uncertainty

	• AI cost explosion

	• AI-driven skill erosion

	• Decline in employee productivity

	• Escalating military interventionism

	• U.S. financial deregulation

	• AI displacement risk

	• AI workforce preparedness gap

	• Deglobalization

	• Expansion of trade barriers to  
digital services 

	• Strained U.S.-Euro relations

Deprioritized risks

Prioritized risks

Potential blind spots
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Source: 1Q26 Gartner Emerging Risks Survey, n = 337; quadrant alignment based on median scores (exact median scores rounded down)

Top 5 risks              Other risks 

	• AI intellectual property control

	• Insider threat acceleration

	• Retirement wave

	• Rising energy costs

	• U.S.-China decoupling

Potential overinvestment

https://www.gartner.com/en/audit-risk/research/enterprise-risk-assessment-tool?utm_medium=asset&utm_campaign=RM_GB_2026_ASSUR_NPP_IA1_1Q26EMERGINGRISK&utm_term=ebook
https://www.linkedin.com/showcase/gartner-for-legal-and-compliance?utm_medium=asset&utm_campaign=RM_GB_2026_ASSUR_NPP_IA1_1Q26EMERGINGRISK&utm_term=ebook
https://www.gartner.com/en/become-a-client?utm_medium=asset&utm_campaign=RM_GB_2026_ASSUR_NPP_IA1_1Q26EMERGINGRISK&utm_term=ebook
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Information integrity risk
Risk description: The risk that the proliferation of unreliable and low-quality public datasets, AI-generated content and politicization of 
data reduces access to accurate information, leading to costly decisions and misinformed strategies.

Root causes Potential consequences

Uncertain AI transparency and labeling requirements
Evolving transparency and labeling expectations 
for AI‑generated and manipulated content across 
jurisdictions elevate governance gap risks.

Erosion of reputation and stakeholder trust
AI-generated inaccuracies in critical deliverables erode 
stakeholder confidence, severely damage organizational 
reputation and trigger scrutiny of governance practices.

Proliferation of AI-enabled decision making
Rising use of AI for search, news and content  
creation injects unreliable outputs into workflows  
and decisions, increasing the risk of misinformed  
inputs and flawed analytics.

Strategic misjudgment and high‑cost errors
Compromised inputs and AI‑amplified errors drive 
flawed strategic and operational decisions, leading to 
poor investments, costly remediation and weakened 
competitiveness. 

Distortion of public datasets
Escalating deepfakes or manipulated datasets erode  
trust in official information, increasing reliance on 
unreliable channels and contaminated input risks.

Regulatory vulnerability 
Using inaccurate or hallucinated data compromises 
corporate reporting, drives noncompliance and exposes 
organizations to fines, penalties, litigation and potential  
loss of business.

Risk exposure

Information 
integrity risk

https://www.gartner.com/en/audit-risk/research/enterprise-risk-assessment-tool?utm_medium=asset&utm_campaign=RM_GB_2026_ASSUR_NPP_IA1_1Q26EMERGINGRISK&utm_term=ebook
https://www.linkedin.com/showcase/gartner-for-legal-and-compliance?utm_medium=asset&utm_campaign=RM_GB_2026_ASSUR_NPP_IA1_1Q26EMERGINGRISK&utm_term=ebook
https://www.gartner.com/en/become-a-client?utm_medium=asset&utm_campaign=RM_GB_2026_ASSUR_NPP_IA1_1Q26EMERGINGRISK&utm_term=ebook
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U.S. policy uncertainty
Risk description: The risk that unpredictable U.S. policy shifts, including shutdowns and trade actions, trigger capital flight from foreign 
investment, destabilizing local economies and global investment strategies.

Root causes Potential consequences

Unilateral trade and foreign policy actions
Shifting trade and foreign policy actions (e.g.,  
tariffs and investment controls) create policy  
whiplash, provoking retaliatory actions and  
weakening economic cooperation.

Cross‑border investment frictions
Outbound investment controls and shifting  
tariff policies complicate cross‑border deals  
and partnerships, raising compliance costs and  
deterring international expansion.

Recurring and volatile fiscal policy standoffs
Ongoing fiscal and budget impasses create  
uncertainty around government operations and  
funding continuity, undermining long‑term  
planning and investment stability.

Innovation slowdown in strategic sectors
Policy unpredictability discourages R&D  
investment in emerging technologies like  
quantum computing and biotech, eroding  
U.S. competitiveness.

Federal–state AI governance misalignment
Divergent federal and state approaches to AI  
governance requirements create inconsistent  
compliance expectations, raising uncertainty for 
technology‑exposed investments. 

Erosion of global economic cooperation 
Unilateral and unpredictable U.S. actions  
weaken multilateral frameworks, increasing  
retaliatory measures and barriers to  
cross-border investment and trade. 

Risk exposure

U.S. policy-induced 
investment 
uncertainty

https://www.gartner.com/en/audit-risk/research/enterprise-risk-assessment-tool?utm_medium=asset&utm_campaign=RM_GB_2026_ASSUR_NPP_IA1_1Q26EMERGINGRISK&utm_term=ebook
https://www.linkedin.com/showcase/gartner-for-legal-and-compliance?utm_medium=asset&utm_campaign=RM_GB_2026_ASSUR_NPP_IA1_1Q26EMERGINGRISK&utm_term=ebook
https://www.gartner.com/en/become-a-client?utm_medium=asset&utm_campaign=RM_GB_2026_ASSUR_NPP_IA1_1Q26EMERGINGRISK&utm_term=ebook
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Increased financial exposure
Risk description: The risk that frequent natural and manmade disasters and events (such as cyber breaches, geopolitical conflicts and 
wildfires) can increase organizations’ financial exposure through high insurance premiums or the potential withdrawal of coverage.

Root causes Potential consequences

Elevated geopolitical cyber threats
Rising state‑aligned cyber activity during geopolitical 
conflicts increases the risk of attacks on financial and 
operational infrastructure, raising claims costs and 
insurance exposure.

Capital divergence from growth initiatives
Escalating financial risks and uncertainty prompt firms  
to scale back on R&D and expansion, limiting innovation 
and reducing long-term competitiveness.

Elevated supply chain insurance exposure
Rising geopolitical and climate disruptions destabilize 
logistics networks, increasing supply chain insurance 
complexity, premiums and the risk of uninsured losses.

Credit rating downgrades
Greater financial exposure and mounting contingent 
liabilities weaken balance sheets, leading to rating 
downgrades that raise borrowing costs and restrict  
capital access.

Evolving regulatory uncertainty
Rapid changes in climate, AI, cyber liability and sanctions 
create uncertainty in insurance requirements, increasing 
compliance costs and the risk of coverage gaps. 

Coverage gaps or abandonment 
Rising insurance premiums and coverage withdrawal or 
inaccessibility increase exposure to catastrophic losses 
and shift reliance on cash reserves for risk management.

Risk exposure

Increased financial 
exposure

https://www.gartner.com/en/audit-risk/research/enterprise-risk-assessment-tool?utm_medium=asset&utm_campaign=RM_GB_2026_ASSUR_NPP_IA1_1Q26EMERGINGRISK&utm_term=ebook
https://www.linkedin.com/showcase/gartner-for-legal-and-compliance?utm_medium=asset&utm_campaign=RM_GB_2026_ASSUR_NPP_IA1_1Q26EMERGINGRISK&utm_term=ebook
https://www.gartner.com/en/become-a-client?utm_medium=asset&utm_campaign=RM_GB_2026_ASSUR_NPP_IA1_1Q26EMERGINGRISK&utm_term=ebook
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Agentic AI
Risk description: The risk that agentic AI could make decisions and take actions not aligned with organizational policies, goals, ethical 
principles or legal requirements, leading to operational disruptions, compliance challenges and reputational harm.

Root causes Potential consequences

Unclear governance and accountability
Outdated governance and unclear accountability 
for agentic AI creates blind spots across functions 
and vendors, increasing exposure to misaligned, 
noncompliant or disruptive actions.

Increased cybersecurity vulnerability
Autonomous, high-volume agent activity expands the 
attack surface, introducing exploitable weaknesses 
(e.g., prompt injection, privilege escalation) increasing 
cybersecurity exposure.

Memory-poisoning vulnerabilities
Agents’ long-term memory increases exposure to 
poisoning attacks, allowing malicious actors to inject 
misinformation, distorting agent reasoning and  
decision making.

Cascading workflow disruptions
Incorrect process modifications or task executions by 
autonomous agents can trigger failures that propagate 
across interconnected systems, prolonging operational 
recovery.

Emergent multiagent behavior
Multiple autonomous agent interactions create 
unpredictable behaviors (e.g., unintended agent 
collusion, error reinforcement) that amplify  
operational or cybersecurity incidents.

Misaligned autonomous actions 
Agents can initiate unapproved transactions, modify 
system settings or trigger privileged workflows without 
human validation, leading to compliance breaches, 
operational and financial harm.

Risk exposure

Agentic AI

https://www.gartner.com/en/audit-risk/research/enterprise-risk-assessment-tool?utm_medium=asset&utm_campaign=RM_GB_2026_ASSUR_NPP_IA1_1Q26EMERGINGRISK&utm_term=ebook
https://www.linkedin.com/showcase/gartner-for-legal-and-compliance?utm_medium=asset&utm_campaign=RM_GB_2026_ASSUR_NPP_IA1_1Q26EMERGINGRISK&utm_term=ebook
https://www.gartner.com/en/become-a-client?utm_medium=asset&utm_campaign=RM_GB_2026_ASSUR_NPP_IA1_1Q26EMERGINGRISK&utm_term=ebook
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AI workforce preparedness gap
Risk description: The risk that rapid adoption of AI‑enabled roles outpaces organizations’ ability to build employee proficiency by 
defining effective training approaches, establishing clear learning pathways and developing role‑appropriate capabilities, resulting in 
persistent skills gaps and diminished returns on AI investments.

Root causes Potential consequences

Inadequate role-specific trainings
Generic, one‑size‑fits‑all training fails to equip  
different roles with the specialized capabilities  
for effective AI use in function‑specific contexts, 
hampering employee productivity.

Competitive disadvantage
Unclear development opportunities cause talent 
disengagement or exits, putting organizations at  
a disadvantage as peers with AI-ready teams  
advance faster.

Rapid AI innovation outpacing workforce planning 
AI advancements accelerate changes in job tasks  
and role expectations faster than workforce planning 
adapts, widening gaps between emerging skill needs  
and existing capabilities.

Diminished ROI on AI investments
Insufficient training limits employees’ use of advanced AI 
capabilities, triggering skill gaps, reduced productivity, 
stalled innovation and erosion of value from AI spending.

Unclear leadership communication  
Weak or ambiguous leadership communication on 
AI vision and acceptable use undermines change 
management efforts creating employee resistance, 
confusion and uneven adoption.

Increased employee disengagement 
Poorly integrated AI‑related change efforts create 
ambiguity and drive employee resistance, leading  
to underutilized AI tools and higher risk of  
operational errors.

Risk exposure

AI workforce 
preparedness gap

https://www.gartner.com/en/audit-risk/research/enterprise-risk-assessment-tool?utm_medium=asset&utm_campaign=RM_GB_2026_ASSUR_NPP_IA1_1Q26EMERGINGRISK&utm_term=ebook
https://www.linkedin.com/showcase/gartner-for-legal-and-compliance?utm_medium=asset&utm_campaign=RM_GB_2026_ASSUR_NPP_IA1_1Q26EMERGINGRISK&utm_term=ebook
https://www.gartner.com/en/become-a-client?utm_medium=asset&utm_campaign=RM_GB_2026_ASSUR_NPP_IA1_1Q26EMERGINGRISK&utm_term=ebook
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Top emerging risks timeline
By risk score

Source: 1Q26, 4Q25, 3Q25, 2Q25 Gartner Emerging Risk Surveys
Risk score = Cube root (impact x inverse time frame x frequency selected as a top 10 emerging risk rescaled)

Rank 2Q25

1  Escalating tariff  
and trade war

2  
Low-growth  
economic  
environment 

3  
Consumer  
spending  
slowdown 

4  
Information- 
governance- 
driven AI risks

5  Shadow AI

Rank 3Q25

1
Low-growth 
economic 
environment

2
Information-
governance-driven 
AI risks

3 Shadow AI

4
Increased extreme 
weather frequency 
and severity

5 Deglobalization

Rank 4Q25

1
Low-growth 
economic 
environment

2
Information 
integrity risk

3
Increased financial 
exposure

4 Agentic AI

5
U.S. Policy-induced 
investment 
uncertainty

Rank 1Q26

1
Information 
integrity risk

2
U.S. policy-induced 
investment 
uncertainty

3
Increased financial 
exposure

4 Agentic AI

5
AI workforce 
preparedness gap

Technological

Economic

Political

Talent

Climate and ESG

https://www.gartner.com/en/audit-risk/research/enterprise-risk-assessment-tool?utm_medium=asset&utm_campaign=RM_GB_2026_ASSUR_NPP_IA1_1Q26EMERGINGRISK&utm_term=ebook
https://www.linkedin.com/showcase/gartner-for-legal-and-compliance?utm_medium=asset&utm_campaign=RM_GB_2026_ASSUR_NPP_IA1_1Q26EMERGINGRISK&utm_term=ebook
https://www.gartner.com/en/become-a-client?utm_medium=asset&utm_campaign=RM_GB_2026_ASSUR_NPP_IA1_1Q26EMERGINGRISK&utm_term=ebook
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Expert Insights & Interactions
• Tap into latest insights on functional

improvement and personal effectiveness as
well as emerging topics like Generative AI

• Direct access to our global team of research
and advisory experts

Service Delivery Support 
• Available in the self-directed delivery model

with the support of a service associate.

Peer Experiences
• Quickly solve urgent challenges. Connect with

a community of business and tech peers

• Engage in forums, 1:1 chats, polls, and product
ratings & reviews from verified peers

Must-Attend Events
• In-person and virtual events arm you

with actionable plans.

• Be inspired by world-class speakers,
thought leaders, experts, demos, and
peers.

Workflow & Benchmark Tools
Practical tools and benchmarks to turn 
strategy into action by helping accelerate 
key initiatives and drive better business 
outcomes, including:

• Functional maturity assessments
• Risk assessments
• Budget & efficiency benchmarking

Gartner.com experience
A customized gartner.com experience that gives 
you access to the most relevant insights and 
tools for your role.

Gartner for Legal & Compliance

Everything you need in a single solution to:
Accelerate Technology Investments  •  Increase Functional Productivity  •   Modernize Risk Management Approaches

2024 Elections: How Legal Can Plan for Shifts in Regulatory Risk

Gartner for Legal & Compliance Follow Us on LinkedIn Become a Client  

Gartner for Legal, Risk & Compliance

Gartner.com experience
A customized gartner.com experience that  
gives you access to the most relevant insights  
and tools for your role.

Must-attend events
•	 In-person and virtual events arm you  

with actionable plans.

•	 �Be inspired by world-class speakers, 
thought leaders, experts, demos 
and peers.

Workflow and benchmark tools
Practical tools and benchmarks to turn 
strategy into action by helping accelerate  
key initiatives and drive better business 
outcomes, including:

•	 �Functional maturity assessments

•	 �Risk assessments

•	 Budget and efficiency benchmarking

Expert insights and interactions​
•	 �Tap into latest insights on functional 

improvement and personal effectiveness,  
as well as emerging topics like generative AI.

•	 �Get direct access to our global team of  
 business and technology insights analysts.

Service delivery support
Available in the self-directed delivery model  
with the support of a service associate

Peer experiences
•	 �Quickly solve urgent challenges. Connect with  

a community of business and tech peers.

•	 Engage in forums, 1:1 chats, polls and product 
ratings and reviews from verified peers.

Accelerate technology investments   •   Increase functional productivity   •   Modernize risk management approaches

Everything you need in a single solution to:

https://www.gartner.com/en/audit-risk/research/enterprise-risk-assessment-tool?utm_medium=asset&utm_campaign=RM_GB_2026_ASSUR_NPP_IA1_1Q26EMERGINGRISK&utm_term=ebook
https://www.linkedin.com/showcase/gartner-for-legal-and-compliance?utm_medium=asset&utm_campaign=RM_GB_2026_ASSUR_NPP_IA1_1Q26EMERGINGRISK&utm_term=ebook
https://www.gartner.com/en/become-a-client?utm_medium=asset&utm_campaign=RM_GB_2026_ASSUR_NPP_IA1_1Q26EMERGINGRISK&utm_term=ebook
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Join a Virtual Event  
Hear the latest insights from Gartner analysts at 
an upcoming or recorded event.

Watch Now

Position your organization for success. Explore these additional 
complimentary resources and tools:

Actionable, objective insights

Tool

Enterprise Risk Assessment  
Tool  
Gather stakeholder feedback to identify and 
assess key risks.

Learn More

Tool

Strategic Planning for Your 
Function
Turn your strategy into action with these  
tools and templates.

Download Now

How We Help

Gartner for Legal, Risk & 
Compliance Leaders  
Discover how we can help you tackle your  
mission-critical priorities.

Learn More

Already a client? Get access to even more resources in your client portal. Log In ↗
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