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Enterprise value
The value factor awarded to 
each technology is based on 
the analysis of value drivers, 
including increased cost-efficiency, 
improved speed and agility, ability 
to drive innovation or competitive 
differentiation, and enhanced 
employee experience.

Deployment risk
The risk factor awarded to each 
technology is based on the analysis 
of potential risks posed, including 
cybersecurity risk, implementation 
cost, talent unavailability, 
macroeconomic uncertainty and 
architecture complexity.

Adoption phase
The adoption phase is determined 
by the current deployment plans 
for a majority of organizations. 
Technologies placed on the 
border between phases are on 
the cusp of moving into the next 
deployment phase.
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Key take-aways from the 2025 roadmap

More technologies are in deployment in 2025.

Distribution of technologies by adoption stage
Percentage of technologies

Previous year TAR 2025 TAR

100%

50%

0%

62%

38%

52%

48%

+10%

In deployment

In piloting

Primary risk driver of technologies this year
Percentage of technologies

Enabling resilience and speed and agility as a value driver 
for technologies in previous and current year’s TAR
Percentage of technologies

Previous year TAR 2025 TAR

60%

0%

Enable resilience 
and reliability

Improved speed 
and agility 

17%

25%

40%

Network technologies are foundational to 
digital initiatives, with IT leaders viewing 
them as high-value technologies. Of the 
nine network technologies, 67% are deemed 
high value, the highest percentage of high-value 
technologies among the four groups.

GenAI gains traction. GenAI is widely 
implemented in IT functions, reflecting its 
growing role in enhancing operations and 
driving innovation across organizations.

Operations technologies forge ahead amid 
deployment risks. Operations technologies 
are leading in pilot testing despite associated 
risks, driven by their potential to revolutionize 
operational efficiency and competitive 
advantage.

Digital workplace technologies boost  
speed and productivity. IT leaders focus on 
sustainability and “as a service” technologies, 
optimizing operations and reducing 
environmental impact through strategic 
tech deployment.

Addressing technical debt as a key budget 
priority. IT leaders prioritize managing 
technical debt, dedicating significant budget 
portions to streamline operations and improve 
IT infrastructure efficiency.

Operations technologies are being piloted 
despite the risk levels associated with 
deploying them. Operations technologies had 
the highest percentage of pilot technologies 
among the four groups, with 57% in piloting.

IT leaders continue to emphasize aaS 
technologies while also emphasizing 
sustainability efforts. Of all the “as a service” 
technologies included on the roadmap 
this year (edge as a service, IoT PaaS, desktop 
as a service [DaaS] optimization tools, DaaS, 
SaaS management platforms [SMP] and 
unified communications as a service [UCaaS]), 
all technologies except DaaS optimization 
tools are in deployment.

Most IT leaders have implemented at least 
one generative AI (GenAI) use case within 
their function. Respondents noted that they 
have fully implemented GenAI solutions for 
IT use cases, with 77% indicating they have 
implemented at least one such use case.

Managing technical debt is a priority for IT 
leaders, with the majority dedicating half their 
budget to address those concerns. Of all the 
respondents, 52% indicated they spend at least 
half their budget addressing technical debt.

IT leaders are prioritizing less risky digital 
workplace technologies to increase speed and 
drive productivity. Of the 10 digital workplace 
technologies on the roadmap, 70% are in 
deployment, and 30% in pilot.

Cloud, edge and data center technologies are 
continuing to be deployed for their ability to 
enable speed and agility. Scaling in the cloud, 
edge and data center environments remains 
the top priority for IT leaders, with 86% of these 
technologies in these environments in the 
deployment stage.

Cybersecurity is the top risk for technology adoption. 

43% 
Cybersecurity risk

36% 
Technical 

incompatibility 
or architecture 

complexity

21%
Other

Speed and agility remain a primary value factor. 

60%

Some other take-aways
2025 key technology trends

Get adoption timelines and risk and value drivers for key technologies 
from your peers across:

•	 Infrastructure and operations
•	 �Midsize enterprises 
• �Security and risk management

• �Software engineering 
• Strategic portfolio management

This survey of technology adoption timelines and risk and value drivers 
highlights 36 technologies and techniques needed for AI readiness.
D&A leaders should use this research to benchmark their adoption
plans for AI-ready data, analytics and AI, and AI-ready governance.

2024 Technology Adoption 
Roadmap for Data and Analytics

Organizations are taking a “pilot and prove” stance to being AI-ready. While 
AI has taken the world by storm, organizations are still figuring out the optimal 
way to leverage and embed it as part of their workflows. Of the 36 technologies 
surveyed in the roadmap this year, consistent with the trend last year, 75% of 
technologies are being piloted, 22% are in deployment and 3% are being planned. 
It is currently projected that all the technologies in deployment are expected to 
reach adoption by the end of 2024. 

This is no doubt going to be challenging; data from the 2023 Gartner AI in the 
Enterprise Survey reveals only an average of 48% of AI proofs of concept (POCs) 
make it into production, and, on average, it takes 8.2 months to go from POC 
to production. Hence, D&A leaders currently find themselves at a challenging 
inflection point between piloting AI initiatives and adopting AI at scale, and the 
onus is on D&A leaders and their teams to make a successful transition.

People are the biggest constraint in the people, process and technology 
trifecta associated with AI-readiness. As of last year, respondents cited 44% 
of the technologies were plagued by talent unavailability this year as well. It 
was identified as the biggest roadblock in the adoption of these emerging 
technologies. As per the 2024 Gartner Chief Data and Analytics Officers’ (CDAO) 
Agenda Survey, talent recruitment and retention woes have been among the 
top 3 challenges for D&A leaders over the past three years. Upskilling current 
staff with generative AI (GenAI) skills is the main way advanced generative AI 
organizations choose to address GenAI talent needs.

Speed and agility are the greatest value proposition for being AI-ready.
Respondents perceive that 83% of the technologies that make organizations AI-
ready have the potential to enhance speed and agility. As a secondary value factor,
81% of the technologies have also been associated with contributing to an increase
in organizations’ business value. While this may sound good, 49% of leaders highly
involved in AI report that estimating and demonstrating value from AI is their top
challenge when it comes to AI implementation. As AI becomes pervasive within
the organization, AI change management activities become all the more crucial.
Organizations that perform change management frequently experience greater
impact on business outcomes.

Organizations report to be “AI-ready” with their data. Half of the technologies
in this category are in deployment. This data can be triangulated with the 2023 
Gartner AI in the Enterprise Survey, where over half of the respondents report that 
their organizations’ data management capabilities are effective, and 40% of the
respondents who are responsible for business intelligence feel that data is fully
ready in their organizations for deploying AI at scale. Data management solutions 
are indeed laying the foundation for organizations to achieve AI at scale.

Organizations are at the peak of piloting analytics and AI. A majority of
technologies in this category are still being piloted. Only about 20%
of organizations were classified to be advanced in technologies like GenAI,
which has witnessed a huge impetus in recent times, courtesy
of improvements in large language models’ capabilities.

Among advanced GenAI organizations, technical implementation and getting 
the talent needed are the top barriers in implementing GenAI. The top way to 
fulfill GenAI use cases is to embed it into existing applications. Upskilling current 
staff with GenAI skills and creating new roles are the main ways advanced GenAI 
organizations choose to address GenAI talent needs.

AI-ready governance seems nascent at this point. About 80% of the 
technologies in this category are being piloted. This trend is bound to drastically 
change in the coming year, as the budget authority for AI privacy, security and/
or risk has shifted from lines of business, risk/privacy office and legal counsel 
to the chief technology officers’ and data and analytics’ jurisdictions. This 
should translate to greater adoption and deployment of governance and risk 
management technologies by CDAOs and their teams.

Successful organizations don’t look at governance as mere compliance, and 
as a trade-off between risk and return, but rather as a means to generate more 
impactful business outcomes. AI privacy breaches and security incidents are 
reported to have fallen from 41% in 2021 to 29% in 2023. Therefore, sound 
governance enables organizations to innovate and take optimal risks through 
effective management of downside risk.

Key take-aways
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Enterprise value
The value factor awarded to each technology is
based on the analysis of value drivers, including
increased cost-efficiency, improved speed and
agility, enabled resilience, enhanced employee
productivity and delivery of superior capabilities
to consumers.

Deployment risk
The risk factor awarded to each technology 
is based on the analysis of potential risks 
posed, including talent unavailability, high 
or unpredictable costs, cybersecurity risk, 
technical incompatibility or architecture 
complexity, and inability to switch providers 
due to vendor lock-in.

Adoption phase
The adoption phase is determined by  
the current deployment plans for a majority 
of organizations. Technologies placed on the 
border between phases are on the cusp of 
moving into the next deployment phase.

Source: Gartner 
© 2024 Gartner, Inc. and/or its affiliates. All rights reserved. CM_GTS_2952915

Actionable, objective insight
Explore these additional complimentary resources and tools for data and analytics leaders:

Already a client? 
Get access to even more resources in your client portal. Log In

Gartner for Data & Analytics Leaders Follow Us on LinkedIn Become a Client  

Download eBook

eBook

Get AI Ready — What IT Leaders 
Need to Know and Do
Ready your enterprise to capture AI 
opportunities and bolster your cybersecurity.
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Download Roadmap

Roadmap

Enhance Your Roadmap for Data
and Analytics Governance
Learn how your peers are executing effective data 
and analytics governance initiatives.

Download Roadmap

Roadmap

Drive Successful Business 
Outcomes With Data, Analytics 
and AI
Enhance your data, analytics and AI strategy 
for digital growth.

Download eBook

eBook

Innovation Insight: How 
Generative AI Is Transforming 
Data Management Solutions
Transform the data management practice
with GenAI.

Actionable, objective insight
Explore these additional complimentary resources and tools for CIOs:

Already a client? 
Get access to even more resources in your client portal. Log In

Gartner for I&O Leaders Follow Us on LinkedIn Become a Client

Watch Now

Webinar

The Gartner Leadership
Vision for 2024: Infrastructure
& Operations
Learn how to maximize value of I&O 
by embracing advanced technologies.

Download Now

Roadmap

Craft a Cloud Strategy to 
Optimize Value
Maximize the benefits of the cloud 
to drive business value.

Learn More

Resource Hub

Gartner for Infrastructure
& IT Operations Leaders
Explore how Gartner resources can help 
you achieve your mission-critical priorities.

Learn More

Tool

Heads of Infrastructure & 
IT Operations Effectiveness 
Diagnostic
Benchmark your performance and develop 
key actions that differentiate highly effective 
I&O leaders.

Source: 2023 Gartner Technology Adoption Roadmap for Midsize Enterprises Survey
© 2024 Gartner, Inc. and/or its affiliates. All rights reserved. CM_GTS_2793445

Enterprise value
The value factor awarded to each 
technology is based on the analysis 
of value drivers, including increased 
cost-efficiency; improved speed and 
agility; enabled resilience and reliability; 
enhanced employee productivity; and 
enabled innovation by internal consumers.

Deployment risk
The risk factor awarded to each technology
is based on the analysis of potential risks
posed, including talent unavailability; high
or unpredictable costs; cybersecurity risk;
technical incompatibility or architecture
complexity; and lack of vendor or service
provider support.

Adoption phase
The adoption phase is determined by  
the current deployment plans for a 
majority of organizations. Technologies 
placed on the border between phases 
are on the cusp of moving into the next 
deployment phase.

I&O leaders should use this research to benchmark their adoption plans for 
technologies and practices across operations; cloud, edge and data center; 
and network and digital workplace. We offer technology adoption timelines  
and risk and value drivers for 52 technologies from 144 of their peers.

2024 Technology Adoption Roadmap  
for Infrastructure and Operations (I&O)

Medium HighLow Medium HighLow

Key Take-Aways
Infrastructure and Operations (I&O)

I&O has increased the pace of technology adoption to respond to the growing and 
changing demands of their customers. Of the 52 technologies surveyed in the roadmap 
this year, 52% are in deployment and 48% are in pilot, compared with 40% of technologies 
in deployment and 56% in planning last year.

Cybersecurity risks and technical incompatibility remain the biggest challenges 
to technology adoption, even as high/unpredictable costs are a rising concern. 
Respondents cited cybersecurity risk as the primary risk factor for 54% of the technologies 
on the roadmap this year, followed by technical incompatibility/architectural complexity
for 25% of the technologies.

Speed and agility overtake resilience as the primary value driver for technology 
adoption. Respondents cited speed and agility as the primary value factor for 40% of the 
technologies on the roadmap this year, followed by resilience as the primary value factor 
for 25% of the technologies.

I&O leaders are optimistic about the transformative potential of generative AI (GenAI) 
within the function. Forty-five percent of the respondents believe that I&O will use GenAI 
to engage more efficiently with employees through virtual assistants or chatbots as part of 
the help desk. Another 44% expect GenAI to automate repetitive and manual tasks in I&O 
workflows, increasing efficiency and reducing human effort.

Cloud technologies continue to be deployed by I&O leaders for their ability to enable 
both agility and resilience. This year, all the cloud technologies on the roadmap are 
expected to accelerate speed and agility and enable resilience equally. Cloud technologies 
have become intrinsic to daily operations, with 75% of all the cloud technologies surveyed 
considered as high value.

I&O leaders prioritize digital workplace technologies to improve the digital employee 
experience and drive productivity. Digital workplace technologies are almost evenly split 
among the in-pilot (54%) and in-deployment (46%) phases of the roadmap. 

Automation, monitoring and observability remain a key focus for I&O leaders to build 
their core foundations. Fifty-six percent of the operations technologies are in deployment, 
and the remaining 44% are in pilot. In fact, 69% of the surveyed operations technologies 
were perceived as “high and medium value” by the respondents for their ability to 
automate for efficiency; monitor and manage customer requirements; and make digital 
business observable.

Network technologies are in pilot, despite being foundational to digital initiatives. Of all
the network technologies, 71% are considered high value. Despite their perceived value, 
only 29% of the surveyed network technologies are in deployment. The remaining 71% that 
are in pilot include ZTNA, NFV, SASE, Wi-Fi 6E and AI networking.

The majority  of edge and AI solutions continue to be in pilot given the cybersecurity 
risks. Seventy-five percent of edge and AI solutions are in pilot this year, indicating a 
cautious approach to these technologies. I&O leaders lack clarity around the use cases of 
edge and AI technologies and expect these technologies to create a complex environment.

I&O leaders are cognizant of the varying levels of risk while deploying high-value
technologies. Of all the technologies considered high value, 72% are in deployment this 
year. Eighty-five percent of these technologies are also perceived as high to medium
risk. I&O leaders can use this opportunity to focus on creating a comprehensive risk
management strategy for these technologies.

I&O leaders are optimistic about avoiding significant inflationary cuts in 2024.
A majority of I&O leaders (85%) expect some level of budget increase, whether it’s
above or at least in line with inflation. This indicates a generally positive outlook on
the importance of I&O functions.

Clo
ud, e

dge and data center
Digital workplace

Operatio
nsNetwork

In  
deployment

Piloting

In planning

Already 
deployed

AI cloud 
services

Cloud 
HPC

Edge computing

Edge stream 
analytics

BMaaS

Serverless 
infrastructure

Object 
storage

LPWA Multicloud

Hybrid cloud 
computing

Edge 
functions

Consumption-
based sourcing

Cloud-tethered 
compute

Edge 
PaaS

Edge servers

Distributed 
cloud

DEX tools

Desktop as a service

Remote expert 
guidance solutions

PC as a 
service

SMP

UEMUnified endpoint security

Visual collaboration tools

Workplace analytics

Unified 
workspaces

DaaS optimization 
tools (DOTs)

Modular 
devices

Smart meeting room 
solution/system (Smart 
video meeting system)

AI-enabled log 
monitoring

Distributed 
tracingInfrastructure 

automation

Native cloud 
monitoring

Observability

Open 
telemetry

Policy as 
code

SOAP

Virtual 
support 
agents

Network automation

Automated 
incident 
response

APM

Continuous 
compliance 
automation

Container 
management

Digital experience 
monitoring Serverless 

container

ZTNA

NFV

SASE

5G services

Multicloud 
networking

AI networking

Wi-Fi 6E

Actionable, objective insight
Explore these additional complimentary resources and tools for security leaders:

Already a client?  
Get access to even more resources in your client portal. Log In

Gartner for Cybersecurity Leaders Follow Us on LinkedIn Become a Client 

Learn More

How We Can Help
How Gartner Works With CISOs
Gain insights, guidance and tools to help CISOs 
and their teams achieve better performance.

Download Now

eBook

Leadership Vision for Security & 
Risk Management Leaders
Explore the top 3 strategic priorities for security 
and risk management leaders.

Download Now

eBook
4 Ways to Achieve Secure 
Employee Behaviors
Manage human risk and build a security-
conscious organization.

Download Now

Roadmap
IT Roadmap for Cybersecurity
Create a resilient, scalable and agile 
cybersecurity strategy.

Application/Data Security

Cybersecurity

/Priv
acy R

isk

Identity/Access Management

Infrastructure Security

Security Operations

© 2024 Gartner, Inc. and/or its affiliates. All rights reserved. CM_GTS_2814010

Enterprise Value
The value factor awarded to each 
technology is based on the analysis 
of value drivers, including increased 
cost-efficiency, improved speed 
and agility, enabled resilience, 
enhanced employee productivity, 
and delivery of superior capabilities 
to consumers.

Deployment Risk
The risk factor awarded to each
technology is based on the analysis of
potential risks posed, including talent
unavailability, high or unpredictable
costs, cybersecurity risk, technical
incompatibility or architecture
complexity, and inability to switch
providers due to vendor lock-in.

Adoption Phase
The adoption phase is determined by 
the current deployment plans for a 
majority of organizations. Technologies 
placed on the border between phases 
are on the cusp of moving into the next 
deployment phase.

This infographic identifies 44 security-related technologies being adopted by 
global enterprises, and maps them according to adoption phase, deployment 
risk and enterprise value. Security and risk management leaders can use this 
infographic to compare their technology investments with their peers.

2024 Technology Adoption Roadmap 
for Security and Risk Management

Medium HighLow Medium HighLow

Source: 2023 Gartner Technology Adoption Roadmap for Large Enterprises

Key Take-Aways
Security and Risk Management

Security and risk management (SRM) leaders expect some contraction in purchasing 
power this year. While the majority of SRM leaders (73%) expect their budgets to increase 
in 2024, only about one-fourth of those anticipating budget increases expect increased 
purchasing power. The remaining 49% expect their budget increases to be nominal and in 
line with inflation. Finally, 27% of respondents expect their budgets to decrease in nominal 
or real terms.

SRM leaders look optimistic about timelines for technology adoption at their organizations.
Of the 44 emerging technologies covered in our survey, 32% are “in deployment,” and 66%
are “piloting.” Only post-quantum cryptography (PQC) has been reported under the planning
stage. Interest in PQC is picking up but investment is lagging, as these algorithms are still
under development and lack standardization. SRM leaders are carefully monitoring its use
cases and weighing them against the complexity and cost involved.

SRM leaders see the key value of their cybersecurity technology investments as reducing
risk exposure. Sixty-eight percent of technologies are being adopted to reduce the
enterprise’s risk exposure. In comparison, 23% are expected to enable resilience and reliability,
particularly those related to identity and access management (IAM) and application security.
Only four technologies from the total survey sample are valued for their ability to improve
speed and agility — cloud-native application protection platforms (CNAPPs), crypto-agility,
network detection and response (NDR), and threat modeling automation. However, SRM
leaders see that value as potentially being limited by the risk of unpredictable costs.

Organizations invest in application and data security to support the growing adoption 
of cloud-native applications. The volume and velocity of data are growing exponentially, 
driven by the growing number of applications. To make more responsive applications and 
enhance user experiences, more organizations are building digital applications on cloud-
native platforms. This is pushing them to take measures to secure APIs and app data. Of 
the 17 technologies aimed at securing applications and data, 35% are in deployment, while 
59% remain in the piloting phase. Organizations expected the remaining technologies 
under deployment, including application security posture management and software 
supply chain security, to be rolled out by the end of 2023. 

SRM Leaders are investing in generative AI (GenAI) to combat GenAI risks. SRM
leaders ranked GenAI-powered cyber-attacks (such as phishing, scams, business email
compromise [BEC] and malware) as their top concern from the growth of GenAI, with the
risk of GenAI application or data breaches (such as training data tampering, or attacks
on AI models) second. At least half of the 167 companies surveyed plan to invest in
cybersecurity technologies between 2023 and 2025 to safeguard their GenAI applications.
Related technologies include specialized application security testing tools, prompt security
technology, and privacy-enhancing technologies (such as homomorphic encryption and
synthetic data) for GenAI applications. Around 42% of the respondents mentioned that
investment was underway for generative AI user interfaces (“virtual assistants”) in existing
security tools, while 37% give precedence to GenAI-powered third-party, supply chain,
and vendor risk management platforms.

SRM leaders invest heavily in identity infrastructure protection. The increasing complexity
of the threat landscape and proliferation of identities having access to corporate resources
has made it necessary for SRM leaders to accurately monitor and distinguish threat
vectors and take preventive measures. SRM leaders appear to be taking action to augment
their identity threat detection and response (ITDR) and threat intelligence products and
services capabilities. The adoption of ITDR has been brisk in the last year as deploying
ITDR is considered high value and medium risk, despite high cost and some supply chain
disruptions. Two-thirds of respondents are in the process of deploying ITDR or say that it
is already in production. Similar trends are observed for threat intelligence products and
services, but its adoption has been affected by longer lead times for getting custom-built
comprehensive solutions. Other technologies, including breach and attack simulation and
security orchestration, automation and response (SOAR), are still in piloting.

Organizations continue to accelerate their multiyear security service edge (SSE) and 
zero trust (ZT) journey. To support remote workers and transition to hybrid and multicloud 
environments, SRM leaders are opting for an agile approach to protecting the enterprise’s 
infrastructure technology, prioritizing investments to monitor and protect more and more 
organizational assets. SRM leaders indicated four key technologies were in deployment to 
boost the resilience of critical infrastructure. They expected to complete the adoption of 
attack surface management and security service edge by the end of 2024, and complete 
adoption of remote browser isolation and zero trust strategy by the end of 2023. Zero trust 
strategy and BEC protection are acknowledged as offering high value despite the risk of 
high costs. Five technologies (namely cloud security posture management [CSPM], NDR, 
extended detection and response [XDR], serverless function security, and hybrid mesh 
firewall platform) are perceived to be low value and remain in piloting. 

SRM leaders see high value in cyber-physical systems (CPS) security for their critical
infrastructure despite high costs and a talent shortage. Of the three cybersecurity and
privacy risk technologies included in the survey, only CPS security was rated as high
value. CPS security is prized for its ability to reduce risk exposure and boost resilience
across operational technology (OT) and Internet of Things (IoT). However, respondents
also expressed concern over high costs and a lack of available talent. Respondents also
highlighted talent and cost as risks to the adoption of confidential computing, while vendor
supply chain disruption was expected to impact adoption of privacy management tools.
This risk of supply chain disruption derives from existing vendors focusing on other offerings,
rather than improving the privacy workflows. Newer vendors often require features such as
automated data discovery, making it harder to integrate into the existing tech stack.

SRM leaders are revisiting their deployment strategy for some technologies with the
emergence of new use cases and better concept clarity. Twelve technologies were covered
in last year’s technology adoption roadmap survey. Previously, SRM leaders had indicated
that breach and attack simulation and NDR technology were under deployment. This year,
they reported that they were piloting these technologies due to increased market awareness.
SRM leaders previously knew of limited applications for these technologies. However, they
have now realized the potential of these technologies and they are using them widely. One
progressing use case of NDR is in OT security, while the other is in the cloud. In the case of
SSE, respondents cited higher risk than last year. This shift is attributed to the increase in
renewal cost, as some vendors have revised their prices to account for inflation.

Organizations continue to strengthen their security portfolio with new tools. While
more than half of SRM leaders reported having fewer than 45 tools in their cybersecurity
product portfolio, the trend is toward greater tool acquisition. Over half of SRM leaders
reported an increase in enterprise cybersecurity tools since last year, while 25% of
the respondents found no change. However, only 11% of SRM leaders increased their
number of tools by more than 10%. In light of vendor consolidation trends, this indicates
organizations are sourcing more tools from fewer vendors.
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Actionable, objective insight
Explore these additional complimentary resources and tools for security leaders:

Already a client?  
Get access to even more resources in your client portal. Log In

Gartner for IT Executives Follow Us on LinkedIn Become a Client

Download Now

Guide
Ignition Guide to Enabling 
Responsive Portfolio 
Reprioritization
Enable your ability to conduct ad hoc 
portfolio reprioritization.

Download Now

Research

Enabling Value Delivery 
in an Agile World
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Budget restrictions and talent shortages bring difficulty in identifying 
the right strategic portfolio management investments in 2024. Strategic 
portfolio leaders can use this analysis to benchmark their investment 
plans for SPM frameworks, processes and tools against peers.

2024 Strategic Portfolio 
Management Frameworks, Processes 
and Tools Investments Roadmap

Key takeaways
2024 SPM Frameworks, Processes and Tools Investments Roadmap

Due to the economic headwinds in 2023, strategic portfolio leaders are prioritizing 
smaller pilots in 2024 as opposed to organization level deployments. More than 
two-thirds of the strategic portfolio management (SPM) frameworks, processes 
and tools surveyed are in piloting this year, according to strategic portfolio leaders. 
For SPM frameworks, processes and tools also surveyed last year, 75% have shifted 
from deployment stage to the piloting stage in 2024. This shift in sentiment can be 
attributed to a strategic recalibration by organizations, driven by the prevailing 
economic headwinds from 2023.

Lack of organizational readiness continues to be the biggest risk for successfully 
adopting key SPM frameworks, processes and tools in 2024, while talent unavailability 
emerges as the second-biggest risk factor. Strategic portfolio leaders selected lack 
of organizational readiness as the primary risk factor for adopting of almost 48% of the 
frameworks, processes and tools in 2024. Talent unavailability also emerged as a key 
risk factor in the adoption of more than 26% of SPM frameworks, processes and tools.

To increase their return on digital investments, organizations are focusing on greater 
portfolio visibility in 2024. As a result, strategic portfolio leaders are prioritizing 
deployment of frameworks, processes and tools that increase portfolio transparency 
to increase informed decision making. More than 47% of the frameworks, processes and 
tools included in the survey are expected to increase the transparency of the portfolio, as 
opposed to 6% last year. Increased portfolio transparency would lead to better strategic 
alignment, increased value-oriented decision making and future-looking capacity planning 
for the organization.

Strategic portfolio leaders are embracing resource management to accelerate value 
delivery in the face of a tight IT labor market. Strategic portfolio leaders expect both 
portfolio-level resource management and dynamic resource planning and scenario 
modeling to be high value at the time of adoption. While portfolio-level resource 
management is in deployment in 2024, most strategic portfolio leaders are piloting 
dynamic resource planning and scenario modeling. Strategic portfolio leaders cite  
talent unavailability as the primary risk factor for the adoption of dynamic resource 
planning and scenario. 

Strategic portfolio leaders prioritize targeted Agile support in 2024, focusing on 
pragmatic and nuanced applications of Agile delivery. Strategic portfolio leaders 
perceive Agile project management to be high value and low risk, and are actively 
deploying it as a catalyst for improved delivery speed and agility. However, there is a 
discernible shift away from broader application of Agile. Enterprise Agile frameworks 
(high risk and medium value) and Agile beyond IT (low value and high risk) are in piloting 
as per this year’s survey. Strategic portfolio leaders cite organizational readiness as the 
primary risk factor for the adoption of enterprise Agile frameworks and Agile beyond IT.

Strategic portfolio leaders continue to pilot adaptive project management and 
reporting (APMR) tools, rather than deploy them. In 2024, APMR tools declined in both 
enterprise value (low) and in adoption risk (medium), compared to 2023, which indicated 
medium enterprise value and low adoption risk. There are many tools currently used to 
support detailed, yet flexible, project and work management, but not all of these tools can 
support an end-to-end APMR life cycle for a domain PMO. The variance in the APMR tools’ 
enterprise value and risk of adoption ratings between 2023 and 2024 reflects the shift in 
technology focus and the emerging challenges in APMR tools pilots.

Strategic portfolio leaders successfully deploy strategic portfolio management tools to 
advance their portfolio management capabilities and proactively respond to changing 
market conditions. Strategic portfolio leaders completed deployment for SPM tools, and 
expect SPM tools to increase portfolio transparency by providing comprehensive insights 
into value delivery, resource allocation and overall portfolio health. 

Strategic portfolio leaders continue advancing SPM standards to effectively respond 
to dynamic market conditions. While SPM standards continue to be in deployment in 
2024 as well, strategic portfolio leaders perceive them to be high value and low risk in 
2024, as opposed to high value and medium risk in 2023.

As GenAI gains traction, strategic portfolio leaders are optimistic but cautious about 
deploying AI-enabled PPM. AI-enabled PPM has shifted from being perceived as  
medium value in 2023 to high value in 2024. With recent GenAI advancements, strategic 
portfolio leaders expect AI-enabled PPM to further improve delivery speed and agility. 

For detailed findings from the Investments 
Roadmap Survey, please visit gartner.com
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More than 140 software engineering leaders from large enterprises shared 
their anticipated adoption timelines, enterprise value and deployment risk for 
47 key technologies and practices. Use this infographic and analysis to guide 
technology adoption decisions and assess essential trends. 

2024 Technology Adoption Roadmap 
for Software Engineering

Key Take-Aways
Software Engineering

Improving speed and agility is the top motivation for new technology adoption, 
a dramatic shift from last year. Rapidly evolving business and customer needs are driving 
software engineering leaders to place significant emphasis on the speed and agility with 
which they’re able to deliver new solutions. This explains why improving speed and agility 
is the most common value driver reported for this year’s roadmap, with leaders selecting it 
as the primary value driver for 47% of the technologies. This marks a dramatic shift from 12 
months ago, when the most common value drivers for technologies on the roadmap were 
providing cost efficiencies and delivering superior capabilities.

Technical incompatibility/architecture complexity is currently the greatest concern 
associated with new technology deployment for software engineering leaders.
As technologies have proliferated and become inherently complex, new technology 
deployment presents challenges in integrating them successfully into the existing 
environment. Technical incompatibility/architecture complexity is therefore the 
most cited risk factor, noted by software engineering leaders as the primary risk factor 
for 43% of the technologies on the roadmap this year. 

Cost considerations are becoming less of a factor in software engineering leaders’ 
technology deployment decisions. In last year’s survey, cost considerations were 
a clear priority for software engineering leaders as they were cited prevalently, both for 
the potential value technologies could create by reducing ongoing costs and for the risk 
of high or unpredictable costs from deploying the technology. That did not hold true 
this year. Instead, this year no technology has “providing cost efficiency and savings” 
as the primary value factor and only 11% had “high or unpredictable costs” as the primary 
risk factor. 

Deployment risk has become a more important factor in technology adoption plans 
over the past 12 months. Software engineering leaders are exhibiting caution in their 
adoption plans for technologies they rate as high risk. Only 29% of high-risk technologies 
are currently in deployment, a shift from last year when the high-risk technologies were 
evenly split between the piloting and deployment phases. 

Software engineering leaders are exploring several AI-driven technologies as they 
rationalize the hype and enthusiasm for these new tools against their risks and 
unproven utility. There are seven AI-related technologies on software engineering leaders’ 
adoption roadmaps this year, all of which are currently in the piloting phase. With the 
exception of prompt engineering, leaders rate all of the AI-driven technologies as high risk.

The need to improve developer experience and productivity continues to drive 
technology adoption. Improving developer experience or productivity was the second 
most common value driver software engineering leaders reported and was associated 
with 19% of technologies on this year’s roadmap, which is consistent with findings from 
last year. 

Building secure software engineering solutions is a high priority, with leaders 
indicating significant plans to adopt new technologies in the security and verification 
category. While software engineering leaders report adoption plans across all categories 
to support delivery activities, the security and verification category has a high number of 
technologies and the highest proportion in the deployment phase. Compared to last year’s 
roadmap, leaders have advanced some of the newer technologies, but technologies in 
deployment last year have not moved forward.

As leaders report more concerns about technical incompatibility/architecture 
complexity, their perceptions of the technologies that can manage these concerns 
have become more favorable. Technical incompatibility/architecture complexity is 
front-of-mind for software engineering leaders as the top risk factor associated with 
technology adoption, and their perceptions of technologies that can mitigate that risk 
have improved. Overall, leaders rate architecture and integration technologies medium 
value and low risk. Compared to last year, the percentage of architecture and integration 
technologies that leaders rate high risk has decreased by 22%, with only one technology 
rated high risk and most technologies rated low risk.

© 2024 Gartner, Inc. and/or its affiliates. All rights reserved. 805329_C

Source: 2023 Gartner Technology Adoption Roadmap for Large Enterprises Survey 
a This technology is also a focus area for IT leaders in other domains and they reported some differences in their adoption timelines 

or perceptions of deployment risk or enterprise value.
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Enterprise Value
The value factor awarded to each 
technology is based on the analysis of 
value drivers, including increased cost-
efficiency, improved speed and agility, 
enabled resilience, enhanced employee 
productivity, and delivery of superior 
capabilities to consumers.

Deployment Risk
The risk factor awarded to each technology
is based on the analysis of potential risks
posed, including talent unavailability, high
or unpredictable costs, cybersecurity risk,
technical incompatibility or architecture
complexity, and inability to switch
providers due to vendor lock-in.

Adoption Phase
The adoption phase is determined by  
the current deployment plans for a 
majority of organizations. Technologies 
placed on the border between phases 
are on the cusp of moving into the next 
deployment phase.

IT leaders from more than 400 midsize enterprises (MSEs) collaborated to 
map the adoption of 50 technologies according to their deployment stage, 
enterprise value and deployment risk. MSE CIOs can use this infographic to 
benchmark their adoption plans with their peers and review key adoption trends.

2024 Technology Adoption  
Roadmap for Midsize Enterprises
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Key Take-Aways

Cybersecurity

MSEs lag in adoption of security orchestration automation and response (SOAR) 
despite earlier plans to adopt in 2023. MSEs gain access to security technologies  
through relationships with managed service providers. They lag in deploying SOAR due to 
SOAR’s high risk levels and medium perceived value. In addition, they are slow in adopting 
SOAR due to the lack of mature processes, resource constraints and limited vendor API 
integration options.

MSEs pilot security service edge and lag in adoption of secure access service edge 
(SASE). MSEs are piloting security service edge as a first step toward SASE, because  
it supports anytime-anywhere workers and reduces the administrative complexity of 
running multiple products. Since implementation of SASE demands a coordinated 
approach across security and networking solutions, MSEs lag in adoption of SASE,  
despite earlier plans to adopt in 2022.

MSEs are ready to deploy network detection and response (NDR) in 2024 to combat 
rising malicious activity. Since NDR solutions provide visibility into network activities  
to spot anomalies, MSEs plan to deploy NDR in 2024. Despite these solutions’ high value, 
adoption rates for endpoint detection and response (EDR) and extended detection and 
response (XDR) remain delayed, due to vendor dependencies and unpredictable costs.

AI and Analytics

MSEs explore low-risk, high-value use cases for generative AI. MSEs are exploring
generative AI use cases, such as content creation and refinement, chatbot performance
improvement, customer support augmentation, monitoring and security, and process
automation use cases. For use cases that don’t require generative AI, MSEs pilot everyday
AI instead. These services help workers improve productivity, deliver higher-quality work
and save time. Accordingly, MSEs see more value in everyday AI than generative AI for pilots.

MSEs plan data and analytics governance and application data management (ADM)  
for deployment in 2024. Data and analytics governance, including decision rights and 
an accountability framework, is planned for deployment in 2024. MSEs recognize ADM 
as a high-value technology and are planning to deploy it. MSEs apply data governance 
across both application and analytics layers. ADM enables MSEs to focus on the needs  
of individual applications, while supporting data quality.

Operational Efficiency

MSEs evaluate and invest in cloud infrastructure and platform services across 2024. 
As modernization initiatives at MSEs evolve, so do cloud services. While additional  
options provide flexibility, they also increase risk, complexity and cost. Technologies  
such as AI cloud services, cloud-tethered compute and cloud data backup are in 
deployment this year and are expected to be fully deployed by 2024.

MSEs continue to look for opportunities to increase operational efficiency through  
the adoption of IT automation technologies. Economies of scale do not benefit MSEs  
as favorably as they do larger enterprises. However, solutions including managed Internet 
of Things (IoT) services, AI for IT operations (AIOps) and infrastructure as a code (IaC) 
remain in pilot for 2023, despite earlier plans to adopt.
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CIOs and other IT leaders can use this research to benchmark their technology 
adoption plans and practices across operations, network, digital workplace, 
cloud, edge and data center. This research offers technology adoption 
timelines and risk and value drivers for 47 technologies from 125 of their peers.

2025 Technology Adoption Roadmap

https://www.gartner.com/en/information-technology/technology-adoption-roadmaps/lets-connect?utm_medium=asset&utm_campaign=RM_GB_2024_ITTRND_NPP_IA1_TAR24BAC

