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Initiatives: Security Operations for Technical Professionals; Meet Daily Cybersecurity 

Needs 

Vulnerability management capabilities are provided both by stand­

alone VM platforms and as a feature by some prominent EPP 

platforms. Security and risk management technical professionals 

can use this research to select and use the right vulnerability 

management tool to satisfy their own needs. 

Additional Perspectives 

■ Invest Implications: Decoding Vulnerability Management: A Stand-Alone Tool vs. a 

Technique in Endpoint Protection

(29 March 2023)

Overview 

Key Findings 

■ An increasing number of endpoint protection platform (EPP) tools are maturing to

report on the vulnerabilities of the assets. The vulnerabilities reported are then

prioritized and scored using risk-based prioritization techniques.

■ Stand-alone vulnerability management (VM) tools and EPP tools with a VM

technique use different scanning methodologies to discover vulnerabilities - stand­

alone tools rely on periodic scans, while EPP tools use the continuous scanning or

scanless methodology.

■ Endpoint detection and response (EDR) tools with VM capabilities can potentially

use vulnerability data to prioritize alerts and provide additional risk context to

detection and response. These possibilities drive the inclusion of vulnerability

management capabilities.

Gartne�ln�IG00782165 Page 1 of 12 

This research note is restricted to the personal use of jessica.bower@gartner.com. 









Gartner: 

Most of the EPP vendors supporting vulnerability management features are delivered 

from the cloud. While many EPP tools still offer on-premises deployment, none of the 

tools offering the vulnerability management technique do so in their on-premises product 

versions at the time of this publication. 

Scanning Methodology 

Figures 1 and 2 illustrate the differences in scanning processes between stand-alone VM 

tools and EPP tools with the VM technique. 

Download All Graphics in This Material 

Figure 1 : Comparison of Scanning Methodology 

Comparison of Scanning Methodology 

Stand-Alone Vulnerability Management Tools 

Centralized VM Console 

Scan <u. Initiate 

Results Periodic Scan 

Scans 
Request 

Devices 

[!] □ 0

Source: Gartner 

Note: EPP= endpoint protection platform; VM = vulnerability management 

782165_C 

Scanning Technique 

EPP Tool With VM Technique 

Centralized EPP Console 

.,. .,. .,. .,. .,. .,. .,. .,. .,. .,. .,. .,. 
I I I I I I I I I 

I I I I I I I I I 

I 

I 

Continuing Telemetry Collection 

+ + + + + + + + + + 
,------ Devices ------, 

Limited Scope of Support 

Gartner. 

There are also some significant differences between the two toolsets in the methodology 

used for scanning for vulnerabilities. 

Stand-Alone VM Tools 
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■ Trend Micro Vision One

■ Cisco Secure Endpoint

Conclusion 

Vulnerability management is not a new concept, but due to increased importance, it is 

high on the priorities list of many organizations' security and risk professionals. This does 

not only apply to client organizations; many vendors see adding a VM technique as a fair 

opportunity to evolve their EPP tools. Further, many stand-alone VM tools now offer EPP 

or EDR functionality to address endpoint security and vulnerability management using a 

single agent. Security and risk management technical professionals should keep a close 

track of this evolving space. 

Recommended by the Author 

Some documents may not be available as part of your current Gartner subscription. 

A Guidance Framework for Developing and Implementing Vulnerability Management 

Endpoint Detection and Response: Architecture, Implementation and Operations Practices 

The Top 5 Elements of Effective Vulnerability Management 

© 2023 Gartner, Inc. and/or its affiliates. All rights reserved. Gartner is a registered trademark of 

Gartner, Inc. and its affiliates. This publication may not be reproduced or distributed in any form 

without Gartner's prior written permission. It consists of the opinions of Gartner's research 

organization, which should not be construed as statements of fact. While the information contained in 

this publication has been obtained from sources believed to be reliable, Gartner disclaims all warranties 

as to the accuracy, completeness or adequacy of such information. Although Gartner research may 

address legal and financial issues, Gartner does not provide legal or investment advice and its research 

should not be construed or used as such. Your access and use of this publication are governed by 

Gartner's Usage Policy. Gartner prides itself on its reputation for independence and objectivity. Its 

research is produced independently by its research organization without input or influence from any 

third party. For further information, see "Guiding Principles on Independence and Objectivity." 

Gartne�ln�IG00782165 Page 12 of 12 

This research note is restricted to the personal use of jessica.bower@gartner.com. 







Position your IT organization for success. Explore these additional 
complimentary resources and tools for technical professionals:

Research
The Future of Cloud Computing 
in 2027: From Technology to 
Business Innovation
Uncover the rationale behind these 
predictions and strategic actions to take.

Download Research

Actionable, objective insight

Already a client?  
Get access to even more resources in your client portal. Log In

Research
Solution Path for Building 
Modern Analytics and BI 
Architectures
Build self-service analytics and business 
intelligence architectures.

Download Research

Resource Center
Gartner for Technical 
Professionals
Explore insights, advice and tools to 
help technical professionals addres 
 their top challenges.

Learn More

Article
10 Strategic Data and Analytics 
Predictions Through 2028
Use them in your strategic vision and 
delivery planning.

Read More

https://www.gartner.com/en/doc/768816-the-future-of-cloud-computing-in-2027-from-technology-to-business-innovation?utm_medium=promotion&utm_campaign=RM_GB_2023_GTP_NPP_IA1_DCODINGVULMANGMENT&utm_term=gi
http://gartner.com/account/signin
https://www.gartner.com/en/doc/765749-solution-path-for-building-modern-analytics-and-bi-architectures?utm_medium=promotion&utm_campaign=RM_GB_2023_GTP_NPP_IA1_DCODINGVULMANGMENT&utm_term=gi
https://www.gartner.com/en/information-technology/role/technical-professionals?utm_medium=promotion&utm_campaign=RM_GB_2023_GTP_NPP_IA1_DCODINGVULMANGMENT&utm_term=hubpage
https://www.gartner.com/en/articles/gartner-strategic-data-and-analytics-predictions-through-2028?utm_medium=promotion&utm_campaign=RM_GB_2023_GTP_NPP_IA1_DCODINGVULMANGMENT&utm_term=swg


Connect With Us
Get actionable, objective insight to deliver on your mission-critical 
priorities. Our expert guidance and tools enable faster, smarter 
decisions and stronger performance. Contact us to become a client:

U.S.: 1 855 811 7593

International: +44 (0) 3330 607 044

Become a Client

Learn more about Gartner for IT Leaders 
gartner.com/en/it

Stay connected to the latest insights

Attend a Gartner conference 
View Conference

© 2023 Gartner, Inc. and/or its affiliates. All rights reserved. 
Gartner is a registered trademark of Gartner, Inc. or its affiliates. CM_GTS_2379613

https://www.gartner.com/en/become-a-client?utm_medium=promotion&utm_campaign=RM_GB_2023_GTP_NPP_IA1_DCODINGVULMANGMENT&utm_term=bac
https://www.gartner.com/en/information-technology?utm_medium=promotion&utm_campaign=RM_GB_2023_GTP_NPP_IA1_DCODINGVULMANGMENT&utm_term=hubpage
https://www.gartner.com/en/conferences/calendar	
https://www.youtube.com/user/Gartnervideo
https://www.linkedin.com/showcase/gartner-for-it-leaders/?utm_medium=promotion&utm_campaign=RM_GB_2023_GTP_NPP_IA1_DCODINGVULMANGMENT&utm_term=linkedin
https://twitter.com/gartner_it?lang=en



