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Operationalizing agentic Al governance in 1&O

As agentic Al rapidly scales within organizations, heads of
infrastructure and IT operations (I&0O) face the challenge of adapting
traditional structures and governance models. Human-centric 1&O,
defined by rigid hierarchies and reactive risk management, is no
longer sufficient.

The shift to Al-centric I&O demands flexible, cross-functional teams
focused on architecture and governance, with decision making

at machine speed and a proactive, preventive approach to risk.
Managing agents, policies and outcomes — rather than just people
and processes — becomes essential. To keep pace with innovation
while managing risk, regulation and trust, organizations must embed
Al-native governance capabilities and incrementally implement
organizational changes.

This enables heads of 1&O to evaluate the value and trustworthiness
of Al agents, manage the dynamic between human and agent-driven
functions, and build toward a resilient, accountable future-state Al
organization.

Gartner.com Follow Us on LinkedIn Become a Client

Al agent prioritization

High trust
Humans stay Al agents dominate
“in the loop” with tasks with minimal
limited use of Al. supervision.

Low value High value

Humans stay Humans move to

“in the loop” with “on the loop” to

no use of Al. check Al output.
Low trust

Source: Gartner
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Redesigning 1&O for agentic Al: Structural transformation and governance

Once agent opportunities, trust levels and human-
oversight requirements have been established, heads
of 1&O can translate those decisions into a future-state
operating model.

The transition should proceed in stages: validate agent
capabilities, redesign processes around policy-based
decisions and exceptions, and then reshape roles and
teams as agents assume more execution. 1&O shifts
from siloed execution and maintenance toward cross-
functional architecture, supervision and governance.

To succeed, heads of I1&O must classify roles by

the level of Al oversight required and adapt their
organizations to leverage both human and agentic
capabilities. Embedding Al-native governance is
essential for managing the transition and ensuring
accountability, compliance and operational resilience
in an Al-agent-centric future.
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The plan to restructure 1&0O around agentic Al

I Assessment

» Baseline human
tasks against Al
agent capabilities.

¢ |dentify bottlenecks
and low-risk
quick wins.

Source: Gartner

Technical Process
pilots I redesign
Start testing Al ¢ Map new approval

agents for more
simple, repetitive
tasks and expand
over time.

processes based on

e Map new tasks and
functions based on

Determine value Al agent value.

and trust of Al

agents in your

environment.

Al agent trust levels.

Structural
transformation

Reduce
management layers
and transition from
silos to cross-
functional pods.

Merge roles as
Al handles
cross-functional
execution.

I Al-native
governance

e Humans provide
high-level intent
while Al manages
execution.

» New specialized
roles are created
to manage the Al

agent ecosystem.
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Top questions for heads of What are the key stages?

1&O tic Al t f Evaluate Al agent
as agentic ranstorms This roadmap outlines the sequence of objectives value and trust.

organizational structures and outcomes for a successful transition to

Al-centric |1&O, based on Gartner insights and
best practices.

include:

Implement
incremental changes.
How should we classify and manage the roles
of Al agents with the right human oversight to

ensure accountability and compliance? .
Classify roles by

level of Al oversight

required.
What changes are needed in our governance
model to move from managing people and
processes to managing agents, policies and
outcomes? Embed Al-native
governance.

How do we adapt our risk model from
reactive firefighting to proactive prevention
as decision speed shifts to machine-time?
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Evaluate Al agent value and trust

Key outcome: Assess agent output reliability for specific use actions. Evaluate Al agent
value and trust.

Actions to take: Sample of associated Gartner resources includes:
Aslfess agkent performance and reliability Recint: Tools Implement
in key tasks. i .
Y e Stop Focusing on Use e Tool: Al Agent incremental Changes
Cases to Unlock the Al Assessment Framework

Opportunity in I&O
e Cut Through the Noise

. . 1&0O Automation and Navigate the Complex .
Det trust in Al agent outputs. *
etermine trustin gent outputs Framework: Evaluating Al Governance Market CIaSSIfy roles by
Deterministic vs. level of Al oversight
Al-Enabled Workflows ¢ The Future of I&0 2030: required.

The Impact of Al
e Predicts 2026: Al
Agents Will Transform
IT Infrastructure and
Operations

Involve 1&O leaders in agent evaluation.

Embed Al-native

e Al Agent Management governance.

Control Plane: Evaluation
Guide for Infrastructure
and Operations
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Implement incremental changes
M P g

BD Key outcome: Manage risk and correct errors. Evaluate Al agent

value and trust.

Actions to take: Sample of associated Gartner resources includes:

Apply tactical, incremental changes to 1&O. Implement

Insights Tools
incremental changes.

¢ Redesign Your 1&O
Organizational Structure
Around Agentic Al or Risk
Irrelevance e Al Adoption: A Practical

e Use This Framework to
Evaluate Al Agents

Manage risk and correct errors as you
build forward.
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Limit disruption by phasing in new structures.

Become a Client

Journey Map for I1&O
Recasting 1&O for
Autonomous Al Agent e Essential Patterns:
Support Operational Patterns for
LLM-Based Al Agents
Agentic 1&O Requires Al-
Ready Data: A Blueprint ¢ Integrate Al Governance
for Future Autonomy Into Al Architectures

Why Most Agentic Al
Strategies Fail: 8 Critical
Pitfalls 1&O Must Avoid

Classify roles by
level of Al oversight
required.

Embed Al-native
governance.
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Classify roles by level of Al oversight required

Key outcome: Define whether Al supports or is managed by humans — Evaluate Al agent
and the level of human supervision of Al needed. value and trust.

Actions to take: Sample of associated Gartner resources includes:
Define roles by Al support or management level. Recint: Tools . Implement
e Infographic: 2026 IT Skills  « Essential Skills for Al incremental changes.
Roadmap for 1&O Infrastructure Engineering

e The 2026 Agentic Al Skills e Emerging Developer Skills
Framework for 1&O for Agentic Coding

Reference agent-centric role models for Classify roles by

guidance. e 1&0in2030: Prepare  Getting Started With level of Al oversight
for Al to Transform Anthropic’s Claude Code required.
Operations and CLI for 1&O
Administration Roles

Adjust classifications as adoption and ¢ 1&0 in 2030: Prepare

maturity grow. for Al to Transform

Embed Al-native

Engineering and
Platform Roles

governance.

e Which IT Infrastructure
and Operations Roles
Will Be Redesigned by
Alin20307?
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Embed Al-native governance

og-’o":’ Key outcome: Provide ongoing management and accountability. Evaluate Al agent
value and trust.

Actions to take: Sample of associated Gartner resources includes:
Add Al governance tools to support transition. Recint: Tools . Implement
e The Agentic Al e Emerging Skills for incremental Changes°
Governance Framework Agentic Al Operations
for Infrastructure and IT
Operations e Agentic Al: Why
. Infrastructure and .
Integrate agent, policy and outcome e When Al Goes Rogue: Operations Must Act Now CIaSSIfy roles by
management. Building Guardrails and level of Al oversight
Kill Paths for Agentic 1&O e The Claude Managed required.
Agents Playbook for
¢ Agentic Al Governance: Infrastructure and
Prevent Technical Debt Operations

Ensure accountability with continuous oversight. Before Agents Scale

Embed Al-native
governance.

e Governance Playbook for
Agentic Al Infrastructure
Automation

e AllInfrastructure Health
Quadrant: A Framework
to Optimize Performance
and Token Efficiency
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Who needs to
be involved?

The most successful organizations build cross-functional teams to
maximize value from agentic Al. Include these key roles and functions
for effective governance, trust, risk and security.

I!I_E_I!l Mission-critical team members for Al governance, trust and security initiatives

Al steering committee lead
Sets Al strategy, policies and

risk appetite, aligning business

priorities and responsible
agentic Al adoption.

Chief information security
officer (CISO)

Oversees security controls to

protect agents, models and
data from threats.

Gartner.com

Follow Us on LinkedIn

Chief risk officer
Defines risk management
frameworks and ethical
guidelines, ensuring
agents operate within
organizational values.

Head of compliance
Interprets regulations and
ensures agentic Al complies
with legal, privacy and industry
requirements.

Head of 1&O

Enforces automated
governance controls in
production, ensuring secure
and reliable agentic Al
operations.

Head of security operations
Monitors agentic Al for threats
and anomalies, responding to
incidents in real time.

Become a Client

ML engineering lead
Builds and deploys
autonomous agents,
translating governance
into technical controls.

Business/product owners
Define use cases, set
requirements and drive
adoption, ensuring agentic
Al delivers measurable
business value.

Enterprise architect

Designs scalable platforms,
ensuring agentic Al aligns with
architecture standards and
integrates across systems.
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HOW Gartner Supports In addition to guidance on effective Al governance, Gartner also

your priorities

Gartner for Chief Information Officers %

CIO Mission-Critical Priorities (MCPs)

Accelerate Al Enterprise Value [| Manage Costs Strategically to Build the Human-Al
Realization at Scale Spend Smarter and Scale Faster Workforce
on, a y
disr onF i 4

at

Secure Growth inthe Age of Al | Modemize Enterprise Platforms [l Redesign IT Operating Model || Architect the Next-Generation
e ‘to Enhance Agility and for Effectiveness in Turbulent [§ Enterprise fora Tech-Intensive
Fouon Cybersecislty Performance Times Future.
o ortthey have  Only 316 of Cl

&
3]
z

Only 5a% (1

zatio effective at fo;

b

With Gartner for ClOs, you can confidently navigate
complex technological environments, make smarter
decisions and deliver stronger results. Our insights,
guidance and tools are designed to focus specifically on
the mission-critical priorities of CIOs and their teams.

Whether you’re looking to unlock better value with Al,
optimize costs or lead organizational change, Gartner for
ClIOs can help you act fast and demonstrate value — from
strategy to execution.

Gartner.com Follow Us on LinkedIn
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supports the priorities of CIOs, CDAOs and CISOs.

Gartner for Infrastructure & IT Operations Leaders 9

Head of Infrastructure & IT Ops Mission-Critical Priorities (MCPs)

§ Transform Cloud Strategy for Change the Conversation Reinvent I&O as an Enabler of Al
Disruptive Platform Demands on Technical Debt Mansgement Value

”ms
) O A%
so%

Gartner for Infrastructure & IT Operations Leaders helps
heads of 1&O and their teams make stronger, faster
decisions. Our insights, guidance and tools focus on
the mission-critical priorities that matter most to your
organization and stakeholders.

From enabling Al value and modernizing cloud strategy
to managing technical debt and optimizing operations,
Gartner empowers I&O leaders with actionable insights,
expert guidance and proven tools to drive business value,
mitigate risk and improve efficiency.

Gartner for Chief Information Security Officers %

CISO Mission-Critical Priorities (MCPs)

r - B i Optimize Cybersecurity
§ Build and Evolve a Resilient and Adapt Cybersecurity Strategies for Technology and Architecture
Agile Cybersecurity Program Al Effectiveness

o

Gartner for CISOs delivers insights, guidance and

tools designed to directly address today’s complex
cybersecurity challenges and the imperatives that matter
most to your stakeholders.

As the CISO role moves closer to the front lines of
strategic influence, Gartner supports leadership
effectiveness with data-driven cybersecurity coverage on
your top priorities, including protection level agreements,
third- and fourth-party risk, talent management, Al
governance and more.
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360-degree coverage

CISO/security and risk leaders

fo r h ea d S Of I &O a n d Gartner for CDAO/data and analytics leaders
° C-Level Leaders Software engineering leaders
thelr teamS + their teams

Heads of infrastructure and
IT operations

Gartner for Enterprise IT leaders
IT Executives

Expert guidance and tools to maximize
success at every level

Gartner Research Board
Gartner Executive Programs
Validate your vision and empower teams to execute with confidence. Gartner for ClOs

Heads of 1&O rely on Gartner for Technical Professionals (GTP) to
kick-start their most crucial projects. Instead of starting from scratch,
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