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Define Vision, Strategy 
& Operating Model
Determine a vision, strategy 
and operating model that can 
succeed in today’s distributed, 
fast-changing environment.

Design & Optimize 
Security Tools & 
Services
Select, deploy and run the 
security products and services 
that help your organization 
mitigate the right cybersecurity 
risks and enable zero trust.

Secure Applications
& Data
Enable secure innovation by 
protecting data and 
applications.

Source, Develop & 
Retain Talent
Develop a strategy to source, 
develop and retain talent on 
your team.

Assess & Manage 
Cyber Risk
(Including Third-Party Risk)
Enable the organization to 
manage risks relating to 
privacy, safety and reliability.

Enable & Protect AI
Enable organizational AI 
strategy through proactive 
governance, risk management 
and cybersecurity innovation.

Optimize Identity & 
Access Management
Manage and optimize an 
overall IAM program to 
support identity-first security 
and zero trust.

Implement Zero-Trust 
Strategy
Architect and deploy an 
effective zero-trust 
implementation.

Secure Enterprise 
Cloud Journeys
Design and implement 
security into cloud 
deployments from the 
inception of cloud migration 
plans.

Modernize Exposure 
Mgmt. & Security 
Operations
Identify and reduce cyber 
exposure and enable effective 
incident response.

Stay Current on 
Cybersecurity Trends
Keep informed about new 
threats, trends and Gartner’s 
research agenda.

Influence & Drive 
Secure Behaviors & 
Culture
Drive secure behavior by 
attending to the user 
experience of security controls 
and building cyber judgment.

Increase Organizational 
Resilience
Improve org resilience in a 
world of increasing risk using 
foundational approaches such 
as business continuity 
management.

Improve Personal 
Effectiveness
Identify the skills and 
behaviors required to improve 
personal effectiveness.

Obtain Defensible 
Budget
Develop and gain approval 
for a defensible cybersecurity 
budget.

Communicate Risk & 
Value to Executives
& Board
Select appropriate methods for 
communicating cybersecurity 
risk and value to executive 
leaders. Gartner Priorities Navigator™

for Chief Information Security Officers

Build & Optimize Cybersecurity Program

Meet Daily Cybersecurity NeedsDemonstrate Value & Collaborate
With Business Partners
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Gartner Priorities NavigatorTM

for Chief Information Security Officers
Talk with us to learn more about how Gartner 

uses this framework to guide your success.

https://www.gartner.com/en/become-a-client?utm_medium=promotion&utm_campaign=RM_GB_YOY_ITSEC_NPP_IA1_PRIORITIESNAVBAC

