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Insights

• The use of generative-AI-created deepfakes 
has dramatically expanded the attack surface 
for identity impersonation and disinformation, 
threatening organizations with significant 
financial harm, reputational harm and many 
other types of harm. Cybersecurity leaders 
must think beyond just isolated deepfake 
detection tools to implement defense-in-
depth strategies and cross-functional 
governance to maintain trust and operational 
integrity.

• By next year, attacks using AI-generated 
deepfakes on face biometrics will mean that 
40% of enterprises will no longer consider 
such identity verification and authentication 
solutions to be sufficient in isolation.

• The primary way that deepfakes can be used 
against organizations is as part of identity 
impersonation attacks against biometric 
systems or in social engineering attacks on 
employees such as recruiters or finance 
teams (see Figure 1).
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Key Insights and Data Points

• 41% of organizations have experienced an
attack involving a deepfake and social 
engineering on an audio call.

• There has been a surge in reports of operatives
from sanctioned countries such as North Korea
applying for remote roles at organizations, which
in many instances has included using deepfakes
while on interview calls.

• The deepfake detection vendor landscape is
rapidly expanding, but there is a lack of 
standards or benchmarks for assessing their
accuracy.
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Recommendations

• Recognize the limitation of relying on
deepfake detection technology alone as
a control due to the pace of innovation in
deepfake creation and limitations in how
to assess detection accuracy.

• Use layers of controls across the different
use cases where deepfakes present a risk, 
augmenting deepfake detection with
contextual signals, additional authentication
factors and checks on content provenance.

• Form cross-functional trust councils involving 
cybersecurity, IT, communications, marketing, 
legal, and risk leaders to manage deepfake-
driven identity impersonation, disinformation 
security strategy, and, if necessary, crisis
response.
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Figure 1: Attack Vectors for Deepfake Identity Impersonation
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