
Navigating today’s 
toughest security 
and risk challenges
Gartner Security & Risk Management Summit brings together CISOs, cyber-risk 
managers, security managers and their teams to explore the evolving landscape 
of risks and strategies. Gain actionable business and technology insights into the 
challenges of increasingly complex cyber environments, addressing topics such 
as cybersecurity strategy and vision, leadership, metrics, risk and compliance 
management, cloud security, data security, AI, zero trust, security behavior and 
culture, and more.

Value in attending
•	 Learn how to prevent and respond to data breaches with real-world strategies 

from top experts.

•	 Discover ways to optimize your security budget and get more value from your 
investments.

•	 Get insights on recognizing and reducing burnout among security teams.

•	 Discover new approaches to protect sensitive data from today’s most  
advanced threats.

•	 Get practical advice on managing the human side of cybersecurity, including 
employee awareness and insider threats.

•	 Find out how to protect your organization from ransomware and other  
fast-changing cyberthreats.

•	 Hear about the latest trends in cloud and infrastructure security to keep  
your systems safe.

•	 Understand how to measure and communicate cyber risk to your  
leadership team.
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Who should attend

•	 Chief information security  
officers (CISOs)

•	 Chief security officers

•	 Chief risk officers

•	 Security managers, directors  
and leaders

•	 Risk management professionals

•	 Governance managers

•	 Compliance officers

•	 Identity and access management 
(IAM) leaders

•	 Security architects and technical 
professionals

•	 Business continuity and IT  
disaster recovery managers

•	 Network security managers

•	 Security operations managers

•	 Cybersecurity chiefs of staff

•	 Business information security officers
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What you can expect

•	 New Gartner insights on cost 
optimization, burnout, AI,  
human-centric security, talent 
crunch, third-party risks and more

•	 More than 50 sessions covering the 
most urgent security and risk topics

•	 One-on-one consultation with  
a Gartner expert to discuss your  
top challenges

•	 35+ security and risk solution 
providers to discover, evaluate  
and test

•	 Building new relationships and 
broaden your perspective through 
peer engagement

•	 Inspirational keynotes and peer case 
studies to expand your thinking 

•	 More than 20 global security and 
risk experts offering practical 
solutions to today’s challenges

Agenda tracks
A. Cybersecurity Leadership
Cybersecurity leaders face disruptions on multiple fronts: technological, 
organizational and human. This track helps you to overcome day-to-day 
leadership challenges, make well-informed strategic decisions and keep  
your organization secure in turbulent times.

Hot topics

•	 Leadership vision for security​

•	 Talent management

•	 Engagement with different parts of the organization

•	 Human factors in security

•	 Metrics, proving the value of security

•	 Cost optimization

B. Cyber-Risk Management
Excelling in risk management is not just essential — it’s imperative. This track 
delivers insights to help you outpace potential threats, fortify your defenses and 
navigate and mitigate the intricate risks tied to privacy, supply chains and more.

Hot topics

•	 Organizational resilience​

•	 Privacy​

•	 Compliance​

•	 Managing AI risks​

•	 Understanding the threat landscape​

•	 Third-party cyber-risk management​

•	 Insider risk​

C. Infrastructure Security
Securing infrastructure is key to any organization’s security strategy, whether  
you are on-premises, in the cloud or hybrid. This track explores the evolving 
landscape of security solutions to secure your infrastructure and defend your 
organization from attack.

Hot topics

•	 Cloud security​

•	 Network security​

•	 Endpoint and mobile security​

•	 Zero trust​

•	 Cyber-physical security
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Agenda tracks (continued)

D. Application and Data Security
Applications and the data they support are critical security components for every 
organization. This track covers key technologies and approaches to protecting  
your data and securely building, implementing and operating your applications.

Hot topics

•	 Application security

•	 Data security

•	 Engineering secure applications

•	 Data loss prevention​

E. Cybersecurity Operations
Security and risk management leaders depend on security operations to preserve 
their company, while business requires them to tolerate higher risks. This track 
explores the best practices and emerging approaches to reduce exposure to  
threats and minimize disruption caused by inevitable incidents.

Hot topics

•	 Future of the security operations center (SOC)

•	 AI and the SOC

•	 Ransomware

•	 Threat Intelligence
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The CISO Circle Program*  

CISOs must help their organizations 
manage cybersecurity risk while 
enabling growth and mission 
objectives. The CISO Circle 
Program curates the most 
executive-relevant Gartner insights 
and guidance in interactive,  
peer-based sessions.

What’s included

•	 The opportunity to network and 
connect with a community of 
CISOs and CROs 

•	 Exclusive interactive sessions 
focused on the most pressing 
priorities of CISOs and CROs

•	 CISO lunches, featuring keynote 
presentations from visionaries 
and industry leaders 

•	 Priority access to book interactive 
sessions and one-on-one meeting 
with a Gartner expert

•	 Early access to keynotes 
throughout the conference 
(seating is not reserved and is 
available on a first-come, 
first-served basis).

*Preapproval is required; apply during registration.

“Gartner is a great platform for 
collaboration and learning about the 
industry. It brings together emerging 
brands under one roof, providing a unique 
opportunity to discover what’s new. The 
carefully selected content helps you make 
informed decisions for your organization, 
ensuring you stay ahead in a rapidly 
evolving landscape.” 
Ranjeet Rai 
Head, Cybersecurity, Abbott
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